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Part 1. Analysis Overview

score SHA256

8/10

Threat Level: Likely malicious

bb2aff493d76602afe402f40f810afb329¢380f2c7de3bc1b86d06c6bebal59e

The file WhatsApp Installer (6).exe was found to be: Likely malicious.
Malicious Activity Summary

discovery adware
spyware

I Boot or Logon Autostart Execution: Active Setup
Loads dropped DLL
Checks computer location settings
Enumerates connected drives
Network Share Discovery
Drops file in Program Files directory
Drops file in Windows directory
Enumerates physical storage devices
Browser Information Discovery
Untrusted Codesign Signers
System Time Discovery
Modifies data under HKEY_USERS
Modifies Internet Explorer settings
Enumerates system info in registry
Suspicious behavior: AddClipboardFormatListener
Modifies registry class
Suspicious use of SetWindowsHookEx
Uses Volume Shadow Copy WMI provider
Suspicious use of FindShellTrayWindow
Suspicious behavior: EnumeratesProcesses
Suspicious use of AdjustPrivilegeToken
Suspicious use of SendNotifyMessage

Suspicious use of WriteProcessMemory
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Sandbox report

persistence

ransomware
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Suspicious behavior: NtCreateUserProcessBlockNonMicrosoftBinary
Uses Volume Shadow Copy service COM API
Uses Task Scheduler COM API

Checks SCSI registry key(s)
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Sandbox report

Part 2. MITRE ATT&CK

2. 1. Enterprise Matrix V16

Persistence
TA0003

Privilege Escalation
TA0004

Defense Evasion
TA0005

Discovery
TA0007

Boot or Logon Autostart E...
T1547

Active Setup T1547.014

Boot or Logon Autostart E...
T1547

Active Setup T1547.014

Modify Registry

T1112
Browser Information Disco... Network Share Discovery
T1217 T1135

Query Registry System Information Disco...
T1012 T1082
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Peripheral Device Discovery
T1120

System Time Discovery
Ti124
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Sandbox report
Part 3. Analysis: static1
3. 1. Detonation Overview
Target Reported
WhatsApp Installer (6).exe 2026-03-03 17:30
3. 2. Signatures
Untrusted Codesign Signers
Description Indicator Process Target
N/A N/A N/A N/A
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Part 4. Analysis: behavioral1

4. 1. Detonation Overview

Target

WhatsApp Installer (6).exe

Submitted

2026-03-03 17:30

SHA256

Reported
2026-03-03 17:45

Platform

4. 2. Command Line

"C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe"

4. 3. Signatures

Checks computer location settings

Description
Key value
queried

Loads dropped DLL

Description
N/A
N/A

bb2aff493d76602afe402f40f810afb329¢380f2c7de3bc1b86d06c6bebal59e

Max time kernel
win10v2004-20260130-en 898s 718s

Sandbox report

Filesize
1.1MB

Max time network

Network Share Discovery

discovery

Drops file in Program Files directory

Description

File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created

File created

Indicator Process
\REGISTRY\USER\S-1-5-21-1609746302-1884177235-1125644204- C:\Users\Admin\AppData\Local\Temp\W N/A
1000\Control Panel\international\Geo\Nation hatsApp Installer (6).exe
Indicator Process Target
N/A C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe N/A
N/A C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe N/A
Indicator Process

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
100534206 1\hyph-Iv.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
100534206 1\hyph-sl.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\hyph-cy.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
1948221499 \crl-set

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
100534206 1\hyph-as.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\hyph-la.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
100534206 1\hyph-It.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1474032856\Sigma\Other

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1948221499\manifest.json

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\hyph-be.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\hyph-sv.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1354264753\LICENSE

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
2061578646\ metadata\verified_contents.json
C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1474032856\Mu\TransparentAdvertisers

https://tria.ge/260303-v3afzaht5y/behavioral2

C:\Program Files (x86)\Microsoft\EdgeWebView\Applic N/A
ation\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applic N
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview?2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview?2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic N/A
ation\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applic N/A
ation\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe

/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Target

Target

7/68



3/3/26, 11:53 a.m.

Description

File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created

File created

Indicator

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\hyph-cu.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
100534206 1\hyph-da.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
100534206 1\hyph-fr.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_100534206 1\hyph-gu.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
100534206 1\hyph-kn.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\hyph-pa.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\manifest.json

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_532535995\manifest.json

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\hyph-et.nyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\hyph-es.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1005342061\manifest.fingerprint

C:\Program Files\chrome_Unpacker_BeginUnzipping4 152

_908673474\Filtering Rules-AA

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_908673474\manifest.fingerprint

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_497857687\test.txt

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_1474032856\Mu\Fingerprinting

C:\Program Files\chrome_Unpacker_BeginUnzipping4152
_105176714\kp_pinslist.pb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_908673474\Part-ZH

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_497857687\model.markov

C:\Program Files\chrome_Unpacker_BeginUnzipping4 152

_1005342061\hyph-en-gb.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_1005342061\hyph-hy.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

100534206 1\hyph-sk.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_532535995\manifest.fingerprint

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_105176714\manifest.fingerprint

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_1474032856\Mu\Advertising

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_1474032856\Sigma\Cryptomining

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_1005342061\hyph-mr.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4 152

100534206 1\hyph-mul-ethi.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_1005342061\hyph-nl.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_2061578646\manifest.fingerprint

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_1474032856\Mu\Social

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_1005342061\hyph-tk.hyb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_186832722\manifest.json

C:\Program Files\chrome_Unpacker_BeginUnzipping4152

_497857687\male_names.txt
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Sandbox report

Process Target
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic N/A
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview?2.exe
C:\Program Files (x86)\M|crosoft\EdgeWebV|ew\ADoI|c
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview?2.exe
C:\Program Files (x86)\Microsoft\ EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview?2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview?2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe
C:\Program Files (x86)\Microsoft\EdgeWebView\Applic
ation\132.0.2957.140\msedgewebview2.exe

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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Description Indicator Process Target
File created C:\Program Files\chrome_Unpacker_BeginUnzipping4152 C:.\Program Files (@)\Microsoft\EQgeWebView\Apm N/A
_1005342061\hyph-mn-cyrl.hyb ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chrome_Unpacker_BeginUnzipping4152 C:_\Proqram Files (x86)\Microsoft\EdquebView\ADDlic N/A
_1005342061\hyph-uk.hyb ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chrome_Unpaclfer_BeginUnzippingM52 C:.\Program Files (@)\Microsoft\EQgeWebView\ApplL N/A
_1474032856\Mu\CompatExceptions ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chrome_L_Jr_\packer_BeginUnzipping4152 C:_\Program Files (x86)\Microsoft\EdquebView\ADDlic N/A
_1474032856\Mu\Cryptomining ation\132.0.2957.140\msedgewebview?2.exe
File created C:\Program Files\chrome_Unpacker_BeginUnzipping4152 C:.\Program Files (@)\Microsoft\Ec.!geWebView\Applﬁ N/A
_1005342061\hyph-ml.hyb ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chrome_Ulnpacker_BeginUnzipping4152 C:_\Program Files (x86)\Microsoft\Ec_igeWebView\ADoIic N/A
_1005342061\hyph-und-ethi.hyb ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chrome_Unpacker_BeginUnzipping4152 C:_\Program Files (M)\Microsoft\EQgeWebView\Applﬁ N/A
_908673474\LICENSE ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chrom‘e_Unpacker_BeginUnzipping4152 C:_\Program Files (@)\Microsoft\Ec_igeWebView\App@ N/A
_2061578646\manifest.json ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program File§\chrome_U.npacker_BeginUnzipping4152 C:.\Proqram Files (x86)\Microsoft\EdquebView\ADDlic N/A
_1474032856\Sigma\Analytics ation\132.0.2957.140\msedgewebview?2.exe
File created C:\Program Files\chrome_Unpacker_BeginUnzipping4152 C:.\Program Files (@)\Microsoft\EggeWebView\AgpL N/A
_ 100534206 1\hyph-ta.hyb ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chrome_Unpacker_BeginUnzipping4152 C:_\Program Files (@)\Microsoft\EQgeWebView\Appm N/A
_497857687\passwords.txt ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chromeTUnpacker_BeginUnzipping4152 C:_\Program Files (x86)\Microsoft\EdquebView\ADplic N/A
_497857687\us_tv_and_film.txt ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\_chror_'ne_Unpacker_BeginUnzipping4152 C:_\Proqram Files (x86)\Microsoft\Ec_iquebView\ADDlic N/A
_908673474\manifest.json ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chrome_Unpacker_BeginUnzipping4152 C:‘\Program Files (@)\Microsoft\Ec_igeWebView\App@ N/A
_908673474\Part-ES ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\chrome_Unpacker_BeginUnzipping4152 C:_\Program Files (x86)\Microsoft\Ec_igeWebView\ADDlic N/A
_908673474\Part-IT ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program Files\phror_ne_Unpacker_BeginUnzipping4152 C:.\Program Files (@)\Microsoft\Ec_igeWebView\AQm N/A
_400991360\manifest.json ation\132.0.2957.140\msedgewebview2.exe
File created C:\Program File_s\chrome__Unpacker_BeginUnzipping4152 C:_\Proqram Files (x86)\Microsoft\EdquebView\ADDlic N/A
_1474032856\Sigma\Staging ation\132.0.2957.140\msedgewebview2.exe

Enumerates system info in registry

Description Indicator Process Target

Key opened \REGISTRY\MACHINE\HARDWARE\DESCRIP C:\Program Files (x86)\Micr_osoft\EdquebView\ADDIication\13 N/A
TION\System\BIOS 2.0.2957.140\msedgewebview?2.exe

Key value \REGISTRY\MACHINE\HARDWARE\DESCRIP C:\Program Files (x86)\Microsoft\EdgeWebView\Application\13 N/A

queried TION\System\BIOS\SystemProductName 2.0.2957.140\msedgewebview?2.exe

Key _value \REGISTRY\MACHINE\HARDWARE\DESCRIP C:\Program Files (@)\Mimfosoft\EdgeWebView\AppIication\13 N/A

queried TION\System\BIOS\SystemManufacturer 2.0.2957.140\msedgewebview2.exe

Key opened \REGISTRY\MACHINE\Hardware\Description\S C:\Program FiIes\WindowsApps\5§19275A.WhatsAppDesktop_ N/A
ystem\BIOS 2.2606.102.0_x64__cvigigvanyjgm\WhatsApp.Root.exe

Key _value \REGISTRY\MACHINE\HARDWARE\DESCRIP C:\Program FiIes\WindowsAoos\5§19275A.WhatsADDDesktog N/A

queried TION\System\BIOS\SystemManufacturer 2.2606.102.0_x64__cviglgvanyjgm\WhatsApp.Root.exe

Key value \REGISTRY\MACHINE\HARDWARE\DESCRIP C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop N/A

queried TION\System\BIOS\SystemProductName 2.2606.102.0_x64__cvigigvanyjgm\WhatsApp.Root.exe

Modifies data under HKEY_USERS

Description  Indicator Process Target

Key created \REGISTRY\USER\S-1-5-19\Software\Microsoft\Cryptography C:\Program Files (@)\Microsoft\EdgeV\_/ebView\A N/A

\TPM\Telemetry pplication\132.0.2957.140\msedgewebview?2.exe

Set value \REGISTRY\USER\S-1-5-1_9\SOFTWARE\Microsoft\Cryptogra C:\Program Files (x86)\Microsoﬂ\EdquebView\A N/A

(int) phy\TPM\Telemetry\TraceTimeLast = "134170327809574376" pplication\132.0.2957.140\msedgewebview2.exe

Suspicious behavior: EnumeratesProcesses

Description  Indicator Process Target

N/A N/A C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe N/A

N/A N/A C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe N/A

Suspicious behavior: NtCreateUserProcessBlockNonMicrosoftBinary

https://tria.ge/260303-v3afzaht5y/behavioral2
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Sandbox report

Description  Indicator Process Target
N/A N/A C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe N/A
Suspicious use of AdjustPrivilegeToken
Description Indicator Process Target
Token: SeDebugPrivilege N/A C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe N/A
Token: SeManageVolumePrivilege N/A C:\Windows\System32\svchost.exe N/A
Suspicious use of FindShellTrayWindow
Description Indicator Process Target
C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cvigigvanyjgm\Wh
N/A N/A N/A
atsApp.Root.exe
C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cviglgvanyjgm\Wh
N/A N/A N/A
atsApp.Root.exe
C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cvigigvanyjgm\Wh
N/A N/A N/A
atsApp.Root.exe
C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cviglgvanyjgm\Wh
N/A N/A N/A
atsApp.Root.exe
N/A N/A C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cvigigvanyjgm\Wh N/A
atsApp.Root.exe
Suspicious use of SendNotifyMessage
Description Indicator Process Target
C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cviglgvanyjgm\Wh
N/A N/A N/A
atsApp.Root.exe
N/A N/A C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cv1g1gvanyjgm\Wh N/A
atsApp.Root.exe
C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cvigigvanyjgm\Wh
N/A N/A N/A
atsApp.Root.exe
C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cviglgvanyjgm\Wh
N/A N/A N/A
atsApp.Root.exe
C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cvigigvanyjgm\Wh
N/A N/A N/A
atsApp.Root.exe
Suspicious use of WriteProcessMemory
Description Indicator Process Target
PID 4500 wrote to C:\Program Files\WindowsApps\5319275A.WhatsAppD C:\Program Files (x86)\Microsoft\EdgeWebVi
N/A esktop 2.2606.102.0_x64__cvigligvanyjgm\WhatsApp. ew\Application\132.0.2957.140\msedgewebvi
memory of 4152
Root.exe ew2.exe
. ] . . . .. C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to N/A C_).\Program Files (@)\M|crosoft\E_dgeWebV|ew\Agm ew\Application\132.0.2957.140\msedgewebvi
memory of 4116 tion\132.0.2957.140\msedgewebview2.exe ew2exe
) . . . C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to C:\Program Files (x86)\Microsoft\EdgeWebView\Applica S .
memory of 4180 N/A" {on\132.0.2057 140\msedgewebview?2.exe —m\;gf—gca"on“32'0'2957'14°\msedge‘”eb"'
) . - .. C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to C:\Program Files (x86)\Microsoft\EdgeWebView\Applica P .
memory of 4180 NA tion\132.0.2957.140\msedgewebview2.exe 2w Applicalion132.0 2957 140hmsedgeweby
. ) . - .. C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to C:\Program Files (x86)\Microsoft\EdgeWebView\Applica " .
memory of 4180 NA tion\132.0.2957.140\msedgewebview2.exe 2w Applicallon'd32.0.2957 140hmeedgeweby
) . . . C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to C:\Program Files (x86)\Microsoft\EdgeWebView\Applica T -
memory of 4396 NA tion\132.0.2957.140\msedgewebview2.exe 2w Applicallon'132.0 2957 140hmeedgeweby
. . . - . .. C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to C:\Program Files (x86)\Microsoft\EdgeWebView\Applica T .
memory of 2996 NiA tion\132.0.2957.140\msedgewebview2.exe Zx\zAgzlalcatlonH 32.0.2957.140\msedgewobvi
. ) . . . C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to C:\Program Files (x86)\Microsoft\EdgeWebView\Applica P -
memory of 2996 N/A " fion\132.0.2957.140\msedgewebview2.exe 2uiAnplication'132.0.2957.140msedgewet
. ) . . . . C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to N/A C_).\Program Files (@)\M|crosoft\E_dgeWebV|ew\Agm ew\Anplication\132.0.2957 .140\msedgewebvi
memory of 5992 tion\132.0.2957.140\msedgewebview2.exe ow?.exe
. ) . . . C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to N/A C:\Program Files (x86)\Microsoft\EdgeWebView\Applica ew\Application\132.0.2957.140\msedgewebvi

memory of 5992

tion\132.0.2957.140\msedgewebview2.exe

https://tria.ge/260303-v3afzaht5y/behavioral2
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Description
PID 4152 wrote to
memory of 5992

PID 4152 wrote to
memory of 3856

PID 4152 wrote to
memory of 3856

PID 4152 wrote to
memory of 3132

PID 4152 wrote to
memory of 3132

PID 4152 wrote to
memory of 2616

PID 4152 wrote to
memory of 2616

PID 4152 wrote to
memory of 1208

PID 4152 wrote to
memory of 4944

PID 4152 wrote to
memory of 4944

PID 4152 wrote to
memory of 5668

PID 4152 wrote to
memory of 5668

PID 4152 wrote to
memory of 2980

PID 4152 wrote to
memory of 2980

PID 4152 wrote to
memory of 4176

PID 4152 wrote to
memory of 4176

PID 4152 wrote to
memory of 1524

PID 4152 wrote to
memory of 1524

PID 4152 wrote to
memory of 6108

PID 4152 wrote to
memory of 6108

PID 4152 wrote to
memory of 1784

PID 4152 wrote to
memory of 1784

PID 4152 wrote to
memory of 1616

Sandbox report

Indicator Process Target

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

https://tria.ge/260303-v3afzaht5y/behavioral2

C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\ EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe
C:\Program Files (x86)\Microsoft\EdgeWebVi
ew\Application\132.0.2957.140\msedgewebvi
ew2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\WMicrosoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeVWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\WMicrosoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview?2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\WMicrosoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview?2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\WMicrosoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe

C:\Program Files (x86)\Microsoft\EdgeWebView\Applica
tion\132.0.2957.140\msedgewebview2.exe
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Description Indicator Process Target

. ) . . . . C:\Program Files (x86)\Microsoft\EdgeWebVi
PID 4152 wrote to C:\Program Files (x86)\Microsoft\EdgeWebView\Applica " .
memory of 1616 N/A fion\132.0.2957.140\msedgewebview2.exe ewApplicationt132.0.2957.140\msedgewebvi

ew2.exe
4. 4. Processes

C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe
"C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe"

C:\Windows\system32\rundll32.exe
“C:\Windows\system32\rund1132.exe" "C:\Windows\SYSTEM32\EDGEHTML.d11",#141 Microsoft.VCLibs.140.00_8wekyb3d8bbwe

C:\Windows\System32\svchost.exe
C:\Windows\System32\svchost.exe -k UnistackSvcGroup

C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cv1g1gvanyjgm\WhatsApp.Root.exe
"C:\Program Files\WindowsApps\5319275A.WhatsAppDesktop_2.2606.102.0_x64__cvlglgvanyjgm\WhatsApp.Root.exe"

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

“C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --embedded-browser-webview=1 --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --noerrdialogs --edge-webview-
disable-crash-reporting=1 --embedded-browser-webview-enable-extension --mojo-named-platform-channel-pipe=4500.5232.4791979270314896356

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=crashpad-handler --user-data-
dir=C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cvilglgvanyjgm\LocalCache\EBWebView /prefetch:4 --monitor-self-
annotation=ptype=crashpad-handler --
database=C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView\Crashpad --
annotation=IsOfficialBuild=1 --annotation=channel= --annotation=chromium-version=132.0.6834.160 "--annotation=exe=C:\Program Files
(x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --annotation=plat=Win64 "--annotation=prod=Edge WebView2" --
annotation=ver=132.0.2957.140 --initial-client-data=0x164,0x168,0x16c,0x140,0xf4,0x7ffabdb7b078,0x7ffabdb7b084,0x7ffabdb7b090

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=gpu-process --string-annotations --
noerrdialogs --user-data-dir="C:\Users\Admin\AppData\lLocal\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-
exe-name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --gpu-
preferences=UAAAAAAAAADEAAAEAAAAAAAAAAAAAAAAAABZAAEAAAAAAAAAAAAAAAAAAAACAAAAAAAAAAAAAAAAAAAAAAAAABAAAAAAAAAAEAAAAAAAAAATAAAAAAAAAAZAAAAAAAAA
--always-read-main-dll --field-trial-handle=1736,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-
platform-channel-handle=1720 /prefetch:2

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=network.mojom.NetworkService --lang=en-US --service-sandbox-type=none --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=1368,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=2064 /prefetch:3

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.148\msedgewebview2.exe" --type=utility --utility-sub-
type=storage.mojom.StorageService --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=2388,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=2368 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=renderer --string-annotations --
noerrdialogs --user-data-dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-
exe-name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --video-capture-use-gpu-memory-buffer --lang=en-US --
device-scale-factor=1 --num-raster-threads=4 --enable-main-frame-before-activation --renderer-client-id=5 --js-flags="--harmony-weak-refs-
with-cleanup-some --expose-gc --ms-user-locale=" --always-read-main-dll --field-trial-
handle=3704,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=3712 /prefetch:1

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cvlglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=4496,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=4504 /prefetch:8
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C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cvlglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=4512,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=4612 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=4212,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=316 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=gpu-process --disable-gpu-sandbox --
use-gl=disabled --gpu-vendor-id=5140 --gpu-device-id=140 --gpu-sub-system-id=0@ --gpu-revision=@ --gpu-driver-version=10.0.19041.546 --
string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --gpu-
preferences=UAAAAAAAAADOAAAEAAAAAAAAAAAAAAAAAABZAAEAAAAAAAAAAAAAAAAAAABCAAAAAAAAAAAAAAAAAAAAAAAAABAAAAAAAAAAEAAAAAAAAAATAAAAAAAAAAZAAAAAAAAA
--always-read-main-dll --field-trial-handle=3908,i,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-
platform-channel-handle=4604 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=3984,1i,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=4196 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cvlglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=4184,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=4604 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.14@\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cvilglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=3932,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=4520 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=3956,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=4592 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=4556,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=4592 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=4520,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=4392 /prefetch:8

C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cviglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-
handle=2204,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=964 /prefetch:8
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C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe

"C:\Program Files (x86)\Microsoft\EdgeWebView\Application\132.0.2957.140\msedgewebview2.exe" --type=utility --utility-sub-
type=unzip.mojom.Unzipper --lang=en-US --service-sandbox-type=service --string-annotations --noerrdialogs --user-data-
dir="C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cvlglgvanyjgm\LocalCache\EBWebView" --webview-exe-
name=WhatsApp.Root.exe --webview-exe-version=1.0.0 --embedded-browser-webview=1 --always-read-main-dll --field-trial-

handle=4676,1,1110865089032116611,3096408839280978764,262144 --variations-seed-version --mojo-platform-channel-handle=4388 /prefetch:8

4. 5. Network

Country  Destination Domain
us 8.8.8.8:53 storeedge.microsoft.com
GB 104.83.3.113:443 storeedge.microsoft.com
us 8.8.8.8:53 store-images.microsoft.com
GB 2.19.14.44:443 store-images.microsoft.com
us 8.8.8.8:53 c.pki.goog
GB 142.251.29.94:80 c.pki.goog
us 8.8.8.8:53 crashlogs.whatsapp.net
GB 163.70.151.60:443 crashlogs.whatsapp.net
us 8.8.8.8:53 dns.google
us 8.8.8.8:53 dns.google
us 8.8.8.8:53 dns.google
us 8.8.8.8:53 dns.google
us 8.8.8.8:53 dns.google
us 8.8.8.8:53 dns.google
us 8.8.4.4:443 dns.google
us 8.8.8.8:443 dns.google
us 8.8.4.4:443 dns.google
GB 163.70.151.60:443 crashlogs.whatsapp.net
us 8.8.4.4:443 dns.google
us 150.171.27.11:443
us 8.8.8.8:53 msedge.b.tlu.dl.delivery.mp.microsoft.com
GB 90.244.159.107:80 msedge.b.tlu.dl.delivery.mp.microsoft.com
us 8.8.8.8:53 msedge.b.tlu.dl.delivery.mp.microsoft.com
us 150.171.27.11:443
us 8.8.4.4:443 dns.google
us 8.8.8.8:53 crashlogs.whatsapp.net
GB 163.70.151.60:443 crashlogs.whatsapp.net
GB 90.244.159.107:80 msedge.b.tlu.dl.delivery.mp.microsoft.com
us 8.8.8.8:53 msedge.b.tlu.dl.delivery.mp.microsoft.com
us 8.8.8.8:53 msedge.b.tlu.dl.delivery.mp.microsoft.com
us 8.8.8.8:53 msedge.b.tlu.dl.delivery.mp.microsoft.com
us 8.8.8.8:53 msedge.b.tlu.dl.delivery.mp.microsoft.com
us 8.8.8.8:53 msedge.b.tlu.dl.delivery.mp.microsoft.com
us 150.171.28.11:443
us 8.8.8.8:53 msedge.b.tlu.dl.delivery.mp.microsoft.com
us 8.8.8.8:53 dns.google
us 8.8.8.8:53 dns.google
us 8.8.8.8:443 dns.google
us 8.8.8.8:53 msedge.b.tlu.dl.delivery.mp.microsoft.com

4, 6. Files

memory/4424-0-0x0000017BF2EB0000-0x0000017BF2FC2000-memory.dmp

memory/4424-1-0x0000017BF56D0000-0x0000017BF56E0000-memory.dmp

memory/4424-2-0x0000017BF4D50000-0x0000017BF4D5A000-memory.dmp

memory/4424-3-0x0000017BF5610000-0x0000017BF56CA000-memory.dmp
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C:\Users\Admin\AppData\Local\Temp\Tmp1BEF.tmp

MD5 alof31fal40f2608ff150125f3687920

SHAL ec411cc7005aaa8e3775¢f105fcd4e1239f8ed4b

SHA256 28c871238311d40287c51dc@9aee6510cac5306329981777071600b1112286¢6

SHA512 cf915fb34cd5ecfbd6b25171d6e0d3d09at2597edf29f9f24fa474685d4c5ec9bc742ade9f29abaca57dd645ee955b1914a635c90af77c519d2ada895e7ecf12

memory/4424-16-0x0000017BF54D0000-0x0000017BF54E2000-memory.dmp
memory/4424-17-0x0000017BF5A40000-0x0000017BF5A7C000-memory.dmp
memory/4424-18-0x0000017BF5A00000-0x0000017BF5A26000-memory.dmp
memory/4424-19-0x0000017BF56D0000-0x0000017BF56E0000-memory.dmp
memory/4424-20-0x0000017BF63D0000-0x0000017BF63D8000-memory.dmp
memory/4424-21-0x0000017BF9540000-0x0000017BF9578000-memory.dmp

memory/4424-22-0x0000017BF8740000-0x0000017BF874E000-memory.dmp

memory/4424-26-0x0000017BF98E0000-0x0000017BF9A66000-memory.dmp
memory/4424-27-0x0000017BF9580000-0x0000017BF9588000-memory.dmp

memory/4424-28-0x0000017BF56D0000-0x0000017BF56E0000-memory.dmp

C:\Users\Admin\AppData\Local\Temp\Microsoft.Services.Store.winmd

MD5 422e69886cd900c373d69194dc4241a0

SHAL 50cc74acbfedead8f1225181682253002bced6da

SHA256 4413a05334de6cadb43ebd17f6c7f1935630e026F049128828566e364b7f41aa

SHA512 02289cb11b4090028c5a2fecc69belddb8edob57125¢c3c7d898b9937b46da53dcfd3cd7c601c8f7e124f5587Ff0a3f4450fa7davadd5ababaff3903ab23182c8

memory/4424-33-0x0000017BF56D0000-0x0000017BF56E0000-memory.dmp
memory/4424-34-0x0000017BF56D0000-0x0000017BF56E0000-memory.dmp
memory/4424-35-0x0000017BF3350000-0x0000017BF335C000-memory.dmp
memory/4424-37-0x0000017BF56D0000-0x0000017BF56E0000-memory.dmp
memory/4424-36-0x0000017BF56E0000-0x0000017BF57F5000-memory.dmp
memory/4424-38-0x0000017BF56D0000-0x0000017BF56E0000-memory.dmp
memory/4424-39-0x0000017BF56D0000-0x0000017BF56E0000-memory.dmp
memory/4424-40-0x0000017BF56D0000-0x0000017BF56E0000-memory.dmp
memory/5428-49-0x000001DC55A50000-0x000001DC55B65000-memory.dmp
memory/5448-66-0x000001C410B60000-0x000001C410B70000-memory.dmp
memory/5448-50-0x000001C410A60000-0x000001C410A70000-memory.dmp
memory/5448-82-0x000001C421160000-0x000001C421161000-memory.dmp

memory/5448-84-0x000001C421180000-0x000001C421181000-memory.dmp
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memory/5448-86-0x000001C421180000-0x000001C421181000-memory.dmp
memory/5448-87-0x000001C421180000-0x000001C421181000-memory.dmp
memory/5448-89-0x000001C421180000-0x000001C421181000-memory.dmp
memory/5448-91-0x000001C421180000-0x000001C421181000-memory.dmp
memory/5448-92-0x000001C421180000-0x000001C421181000-memory.dmp
memory/5448-90-0x000001C421180000-0x000001C421181000-memory.dmp
memory/5448-88-0x000001C421180000-0x000001C421181000-memory.dmp
memory/5448-85-0x000001C421180000-0x000001C421181000-memory.dmp
memory/5448-83-0x000001C421180000-0x000001C421181000-memory.dmp
memory/5448-93-0x000001C420DA0000-0x000001C420DA1000-memory.dmp
memory/5448-102-0x000001C420CD0000-0x000001C420CD1000-memory.dmp
memory/5448-99-0x000001C420D90000-0x000001C420D91000-memory.dmp
memory/5448-118-0x000001C420FF0000-0x000001C420FF1000-memory.dmp
memory/5448-117-0x000001C420EE0000-0x000001C420EE1000-memory.dmp
memory/5448-116-0x000001C420EE0000-0x000001C420EE1000-memory.dmp
memory/5448-114-0x000001C420ED0000-0x000001C420ED1000-memory.dmp
memory/5448-96-0x000001C420DA0000-0x000001C420DA1000-memory.dmp
memory/5448-94-0x000001C420D90000-0x000001C420D91000-memory.dmp

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Crashpad\throttle_:
MD5 9e4e94633b734a7680240a0f fd6cd2c

SHAL €68e02453¢e22736169a56fdb59043d33668368F

SHA256  41c91a9c93d76295746a149dce7ebb3b9ee2cb551d84365FFF108e59a61cc304

SHA512  193611a756b2368956Cc71a%a3ae8bc9537d99f52218F124b2e64545eeb5227861d372639052b74d0dd956cb33ca72a9107e069F1ef332b9645044849d14af337

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Crashpad\settings.
MD5 2aad6b0@386718e529dal9cbd150b6+2

SHAL 8651958e3c7697d@e3f2a74c89bff71e8d138ed9

SHA256  48aab@d@1861c35f96001c2aed4c7a8c00970f974a759FbbcFf499db392319¢55

SHAS12  fa72d61f802167509d854dd74f74663907F906fbb3dbe5282489817af57F75e1f4ffaafcb2f3d3c649d19aedas871dae7014859b4620Fe6c38b5317124043643

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Local State

MD5 569a39cec83f9a67fbcfaf7367cf2fb3

SHAL 78£282a4535636F5e9fbb64a239f4dc2b4341d29

SHA256  e@112bf58d99684bd73fc68495f7f9b2ff32acacad@25ea595abb39d10e366a3

SHA512 6a80eefaf623d6b545f6e57f2aale7816976dc1d5839ec44af07cfaddbd2a7ede91f4671e9348c3a654f19912bc6090ded4e46c7836420622814488018926¢ccd
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C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Local

State~RFe590b22.TMP
MD5 94c41621a5dd4c3bc8ec1b905f9d8060
SHAL dc55c@5ea448d58ab3330 c2e9037f76ed7867¢

SHA256 fdecd9cb74866c7705269d49dfleff5c8ealblal9aadfad4bldeed7e9f68c611
SHA512 e77bd4cc@44b9d50882c168459897fad62c9bc4ca7960097b35d37f45dd981d01c@ac2b88b20cf62c1046d79951ae9e46a88264ac9017145374F474dca821d5b

memory/4180-149-0x00007FFAEB760000-0x00007FFAEB761000-memory.dmp

\??\pipe\crashpad_4152_QOFUDCNEVIHFABHP

MD5 d41d8cd98f00b204e9800998ecf8427e

SHA1 da39a3ee5e6b4bod3255bfef95601890afd80709

SHA256 e3b0c44298fclc149afbfac8996b92427ae41e4649b934ca495991b7852b855

SHA512 cf83el1357eefb8bdf1542850d66d8007d620e4050b5715dc83f4a921d36ce9ced7d0d13c5d85F2b0f18318d2877eec2f63b931bd47417a81a538327af927da3e

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\Site
Characteristics Database\CURRENT

MD5 46295cac801e5d4857d09837238a6394

SHAL 44e0falb517dbf802b18faf0785eeeabac51594b

SHA256 0flbad70c7bd1e0a69562853ec529355462fcd0423263a3d39d6d0d70b780443

SHA512 8969402593f927350e2ceb4b5bc2a2773754697¢c1961e3d6237da322257fbab42909e1a742e222234473a4805f8d8ef525432a7¢3515a549e984d3eff72b23

memory/2996-172-0x00007 FFAE9DE0000-0x00007 FFAE9DE1000-memory.dmp
memory/2996-171-0x00007FFAE9DA0000-0x00007FFAE9DA1000-memory.dmp

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\Extension

Rules\MANIFEST-000001
MD5 5af87dfd673ba2115e2fcf5cfdb727ab
SHAL d5b5bbf396dc291274584ef71f4441420b605611

SHA256 t9d31b278e215eb@d@e9cd709edfad37e828136214ab79061612160fead4b2bs
SHA512 de34583a7dbafe4ddodc0601e8f6906b9bc6a00c56c9323561204F77abbcOdc9007c480ffed092ff2f194d54616caf50aecbd4ale9583caedc76ad6dd7c2375b

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Local State

MD5 8c5fed4bfa9d3ed89d7df19F90e097dd7

SHAL 02646df8a4634c68d5198¢1928e56dc40c1dbbcb

SHA256  @6e503a2b5fbda34c5b445a8ed46e0885FFa7ba9deb296e10ddfa068fad85e3f

SHA512  6bff6ba45236117d341bbefofbo4cd27b277b57432b199664305e91c177bd8017ac6b65b567746¢cd298d934ce3c5497b31cb6803FAbac2549dfc54baaf772fd

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Local State

MD5 856d9272cbcf3111fc6672cc7762cbfl

SHAL b15104b3390700d8ae327015112a11a95d45c843

SHA256  2c7ab94ccadbe54f9b0891ed31febedabe216e6301e2a2d9188c379cad61c4l

SHA512 318c3fc35287d4dbc632557d1bde0f4bea34c8420346a7aa3a27765367806010df760e794c4278dc404e17bcd2b6026eb8d885abc7afal4a841bde51fc9ec29b

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\Network\15
84d1-4aa1-b518-24a67e66ee43.tmp

MD5 d751713988987e9331980363e24189ce

SHAL 97d17@e1550eeedafc0afo65b78cda302a97674c

SHA256  4f53cdal8c2baadc@354bb5Foa3ecbe5ed12abdd8el1ba873c2f11161202b945

SHA512  b25b294cb4deb69eadPasc3cf3113904801b6015e5956bd019a8570blfeld6040e944ef3cdeel6d0as6503cabe659a25F21cfIceddc13F352a3c98138c15d6af

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Crashpad\settings.

MD5 85942bf53cb8cc9737b115felaf94b58

SHA1 70b32d6cb7445e7151c8ae0712440d212653ef6e

SHA256 fleced243eb25e2e0363a87bb1621fff666fbfeafe8eale10b85812476bb2b8c

SHAS512 fc3cel7faca74184045281f2f0d4ed41cd273916b5d31ecd2a6c99322d55e5bc9674e3213fcacof22b79b495bedbfa97ce2b8c69bcd877dfc4b7609e12cce55dc

memory/5992-270-0x00007FFAEB760000-0x00007FFAEB761000-memory.dmp
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C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\DawnWebG

MD5 41876349cb12d6db992f1309f22df3fe

SHA1 5cf26b34201c0302cdRa71e8d029739b8765be27

SHA256 €0942c398d688dcel168570291f1192d079987deda3099a34adb9e8c@522b30c¢

SHA512 e9a4fclf7cb6ae2901f8e02354a92c4aaa7a53c640dcf692db42a27a5acc2a3bfb25a0de@eb08ab53983132016e7d43132ea4292e439bb636aafd53fb6ef907e

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\DawnWebG

MD5 0962291d6d367570bee5454721c17ell

SHA1 59d10a893ef321a706a9255176761366115bedcb

SHA256 ec1702806f4cc7c42a82fc2b38e89835fde7c64bb32060e0823c9077ca92efb7

SHA512 £555e961b69e09628eaf9c61f465871e6984cd4d310141954bb747351dad9ceabd17cldbabca2cleb7f187cb5f3c0518748c339c8b4a3bbdldbd94aeaalbf58ed

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\DawnWebG

MD5 ded388f3865d0523e451d6badbe34ccs

SHAL 8571c6a52aacc2747c048e3419e5657b74612995

SHA256 90230c1fb0597d0734bc34b979ec5d131f8f39a4b71b338083821216ec8d61b

SHA512 376011d00de659eb6082a74e862cfac97a9bb508e0b740761505142e2d24eclc30aablefbclcOddo8ffof34734444de7177dd90abcad2ba8adc7fad5febdddl7

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\DawnWebG

MD5 cf89d16bb9107c631daabfocOee58efb

SHAL 3ae5d3a7cf1f94a56e42f9a58d90avb9616ae74b

SHA256 d6a5fe39cd672781b256e0e3102f7022635f1d4bb7cfcc90a8offfeddof3877e

SHA512 8cb5b059c8105eb91e74a7d5952437aaalada89763c5843e7b0f1b93d9ebel5ed401287c652229291fac82d712cf7ff5ececef276badd7ddc35558a3ec3f77bo

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\ZoomExtension\manifest.json

MD5 5378fel112c90293fb4eef99e1702b19a

SHA1 fb46d7e68dd0ae10485c54920b08b54d3856322

SHA256 0a36950b6a3bad2f21d1188877b8c92192c549976c5226b910ff60d6dRae6f7c

SHA512 98f5846e5ea14b@9f56931058d09ead41d89650bc43fd3a4b715bb2c9c2ccec876ach77202148b5b126bc3d06548c4dddOel5e3e8f727c1dad960c7cclc5a7f4e

memory/4424-464-0x0000017BF3350000-0x0000017BF335C000-memory.dmp

memory/4424-465-0x0000017BF56E0000-0x0000017BF57F5000-memory.dmp

memory/5448-469-0x000001C421130000-0x000001C42113C000-memory.dmp

memory/4500-470-0x0000027458E50000-0x0000027458F65000-memory.dmp

memory/4152-473-0x000001F5111A0000-0x000001F5111AC000-memory.dmp

memory/4152-471-0x000001F5132A0000-0x000001F5133B5000-memory.dmp

memory/4152-472-0x000001F511160000-0x000001F51118C000-memory.dmp

memory/4116-474-0x00000243ECEA0000-0x00000243ECFB5000-memory.dmp

memory/4180-475-0x0000021141A00000-0x0000021141B15000-memory.dmp

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Local State

MD5 4aef733dacc4c3do4a3a70e94a673000

SHA1 da587a65d3b41902611127194ba6d3dc9e5148db

SHA256 bba5950917ef6blcca7bf7a73b2068d95e6065a70272d21092087ac831924a34

SHAS512 6c38ee290eeff795ca61081b275dcOef3959bcaf@l7baca5f6fd6f78dadbd7b34036ecc9d5324aa7b2d57823c24476e117590eaat9c2a0509aacfafade5b172a

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\Preferences

MD5 cca34842cfbdebbe7cf152a2d2c49045

SHA1 69515329f8091a666a6f4ff174c90d74a137024a

SHA256 bal5b18c27b5e205797e0070e10c7be4630e4c92187e84181715c7cb@af9ed9c

SHA512 €319cd63893fd62676be312a3dbcffB7ed59231e2b0d24cc34239bbf4adede35b88cec606ae6a19e4857c652112b5a11484e096290ccbPaf32ef59b95ffc3cla
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C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Local State

MD5 10a@9ef3936a6d2ed5062ed394e4d4b3

SHAL 1a1d360963f9a6048567ee31830163d3fa839dc2

SHA256  ©38603e4d30e07bad90914ee5917110843488d2dcc140c628df604fe724fd8dd

SHA512 a99dee78795af11db660a5f586c8c96955F7d990796e716e812017779b92476ee902aee2405d3a955322d0383782f5e118cdbff2cc453985ae2839bfc8e19d21

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\Preferences
MD5 b1c84b49d21aff5f66d1c1634fca2c21

SHAL 7db9e9da8a91laad3a86657942e966a280cad936

SHA256  4ea3b36537f5fcc2cle90aPa2120d856a73e884dac39a5d52e127b3abOc83687

SHA512  6a7441d20f08e882d2c817cb9dlcd7eba77b3c4db2445f9aac6947ea5632a6dcbc832b060269eef90189db3277aea3bff8aaed2863d8a59626e7eb6ed559960e

memory/4152-564-0x000001F513F00000-0x000001F513F27000-memory.dmp
memory/4152-565-0x000001F513F30000-0x000001F513F6B000-memory.dmp

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Local State

MD5 987c4631b83686Fdc92a36095daa791

SHAL 2138e@ac3332ce95024b2b20fcb5dasfI061fd6b

SHA256  84f025481933630f038a7e0cfef77d8508bcebff1d23271e5ce341b0af823b61

SHA512  9d1fab75c508e3dad37d4f649cd3e60b@5dccadd67cd82fIee8cendss8fladaba6196ef6b84642d73640a0ce690733b2f2d0db857294c61b779¢19328cb3fC066

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Default\Preferences
MD5 19f876375a3ebd599cce778987c51202

SHAL 74a2fde31bffe048e58f295bdeaad96adc4997a%

SHA256  7912eda615925dbb741b6563dad4ccba41754645a7520d2659dedfd8a2all4b

SHAS12  7157d47e4670b00295e9d94dd993b77e8cecaff377bF9408dd2787837502c7942b6d0213d42ddF898Fa70ef6335dal5b021bF5494171668efF8669b65089ab99

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\AutoLaunchProtoc
MD5 1de85fec2dfcc28011a7c2aaab95eb5f

SHAL 80e8c954bfbe8f7ee5a2335c8d969ae033935dc3

SHA256  4fd8@@e7bla5fb24bl3fac2e31946d205012b7c28d8c61580b0669b2fa3517cc

SHA512  9c7dd37eb@c@94b6aa®5201e7c71a8F33b9db81284223bcFa595a44a6ac95d5a6820ab6f07b7aa8d26bF207454e94277bF35332e9c009ee63f083752b6b51750

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_186832722\manifest.json

MD5 fbebd68ecaad8928909421F66909c054

SHAL 99d787d9@f7ed2e5ad9249c5668eb988b5a6c07

SHA256  ba5c9096d20a482aaalaade598ad6127d3e97c2f21de847c78d9b8073c8e26

SHA512  749a3b2be47fe28399dc763888654a3e8d397e06e8d3c3af3965bb4a5846a1336e6absca82c82c3df846b34a2afafa2156F2690e9bF347ab175408dc0171c61cc

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_186832722\manifest.fingerprint

MD5 c28ffa45708f10e3a35143ed2708782F

SHAL 842032615333c9311dbf79d6f58F56b5c009163

SHA256  c236a2ac7741d48e1c56980652331cb3f1f12baf937bafob280600fbafbla3e3

SHA512 beac@eacff45al152eb2a50f4d72db2933b8F8bad7e6f0a9f6811abe866fef5c7c83068151915dbdffaccaee5docd335d182671f44dbab6da2222266ff8a28ff0

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_1948221499\manifest.json

MD5 7ef3c71464defef472bc1d81Fd363c62

SHAL 230e8ecOf849bF34d444c55eF548babCcoc94d39b

SHA256  98821f71a1973ac61b45967cedc121eb598ac6e95abaa23c912d2f33e4237d8c

SHA512 f74b96ec3b9569e360a02bfdd4fe237efad8ee2a5deat46db891bcadd39dba22fd6d59a4e9aate5511152625ce9f468519dadd53fcOc9b6c8826dc58cbebed7c

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\CertificateRevocati

set
MD5 d01869348d5a783f61f90cbb27b82a78
SHAL d4eccc91435adafe1f8589cF7F3589cf65425de2

SHA256 6ddcaf50aaff98b960d067054ce2cel7872ac0719d02abbb7fe56b9eabc818f2
SHA512 7ad7f27d1£559d1f5011f009518ccca5d6d01696cd70657ad94c9fe37db7bbedbedatc13170bc5c065cf72d69a92c3df78f637b7faa2f968bb89aal54fe371da
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C:\Program Files\chrome_Unpacker_BeginUnzipping4152_1005342061\hyph-as.hyb

MD5 8961fdd3db@36dd43002659a4e4a7365

SHA1 7b2fa321d50d5417e6c8d48145e86d15b7f 18321

SHA256 Cc2784e33158a807135850f7125a7eaabe472b3cfc7afb82c74f02da69ea250fe

SHA512 53lececlld296alab3faeb2c7ac619da9d80c1054a2ccee8a5adcd996346fea2a2feel59ac5a8d79b46a764a2aa8e542d6a79d86b3d7ddad61e41b19c9bebe92

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_1005342061\hyph-hi.hyb

MD5 0807cf29fc4c5d7d87c1689eb2edbaaa

SHA1 de914fbo69469d47a36d339ca70164253fccf022

SHA256 f4df224d459fd111698dd5a13613c5bbfRed11f04278d60230d028010eacoc42

SHA512 5324fd47c94f5804bfalaabdf952949915896a3fc77dccaedleeffeafe995ced87faef@35aeceabbdc864alb6ad32deddO55f55260af974f2c4lafff14dcedof3

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_1005342061\hyph-nb.hyb

MD5 677eddlal7d50f0bd11783f58725d0e7

SHA1 98fedc5862c78f3b03daedlffIefbe5e31c205ee

SHA256 c2771fbblbfff7db5e267dc7a4505a9675c6b98cfe7a8f7ae5686d7a5a2b3ddo

SHA512 c368f6687fa8a2ef110fcb2b65df13f6a67feac7106014bd9ead315f16e4d7f5cbc8b4a67ba2169c6909d49642d88ae2a@a9cd3f1eb889af326129b379cfd3ff

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_1005342061\manifest.json
MD5 2617c38bed67a4190fc499142b6F2867
SHAL a37f0251cd6be@a6983d9a04193b773f86d31dal

SHA256 d571ef33b0e707571f10bb37b99a607d6f43afe33f53d15b4395b16ef3fda665
SHA512 b08053050692765f172142bad7afbcd038235275c9233cd089d556251482b1081e53c4ad7367alfbllcad27f2ad183dc63d31ccfbf85b0160cf76a31343a6do

memory/1208-904-0x000001A030980000-0x000001A030981000-memory.dmp
memory/1208-903-0x000001A030980000-0x000001A030981000-memory.dmp
memory/1208-905-0x000001A030980000-0x000001A030981000-memory.dmp
memory/1208-909-0x000001A030980000-0x000001A030981000-memory.dmp
memory/1208-913-0x000001A030980000-0x000001A030981000-memory.dmp
memory/1208-915-0x000001A030980000-0x000001A030981000-memory.dmp
memory/1208-914-0x000001A030980000-0x000001A030981000-memory.dmp
memory/1208-910-0x000001A030980000-0x000001A030981000-memory.dmp
memory/1208-912-0x000001A030980000-0x000001A030981000-memory.dmp
memory/1208-911-0x000001A030980000-0x000001A030981000-memory.dmp

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_532535995\manifest.json

MD5 af3a9104cad6f35bb5+6123d89c25966

SHA1 1ffblbGaa9f44bdbc57bdf4b98d26d3be207ee8

SHA256 81bd82ac27612a58be30a72dd8956b13f883e32ffb54a58076bd6ad2b8afaeea

SHA512 6a7a543fa2dlead3574b4897d2fc714bb218c60av4a70a7e92ecfd2ea59d67028f91b6a2094313f606560087336c619093F1d38d66a3c63ald1d235ca03d36d1

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_908673474\manifest.json

MD5 6658e8d6901ebdb2b695444e181b6348

SHA1 34c4bce8cl106ad7c8bad3d56f702b868a%ae67ed

SHA256 al774d7alac3f90fe6fbed83045377b838af48811380d5ad88809222168c22eb

SHA512 615aa2777141a88f0d0904e7c73de3affadable7bff76fd11b98c8970F9b44afff5186bd4ca721c8960f1b57b4e35323826d52d5fc09d10a25b21b4abs6167d70
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C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Subresource
Filter\Unindexed Rules\10.34.0.81\LICENSE

MD5 2ad9405766b20014ab3bebo8bo9536de

SHA1 486a379bdfeecdc99ed3f4617f35ae65babe9d47

SHA256  edef972d56566a96fb2f128a7b58091dfbf32dc365b975bc9318c9701677F44d

SHA512  bd9bf2573@6fdaff3fle3elfccblfod6a3181d436035124bd4953679d1af2cd5bacco53boe2ef17745ae44ae919cd8fd9663FbcOcd9ed36607e9b2472¢206852

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Subresource
Filter\Unindexed Rules\10.34.0.81\Filtering Rules

MD5 43f62d9f35fa6597cecde2ad5643e282

SHAL 8dba6404724f fd6a2e89901e8dc6e5e55fed3374

SHA256  5e301c48e6d7290990971e9fBbcb2263c8adbad6ed@a2c6db5086949825d999b

SHA512  91891d23464f89e6769d9ec7a28867e28F77925e6e3b3b75Fb628d8672157ba239676c07699c931ac307a21lccc4dae95dd707d410F988FF82bed4015103d4d6a3

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_2061578646\manifest.json

MD5 44791df132899ba8fofd1f235cd4711

SHAL e5ab30e8b7610e92c81c99adb110e3a429fc3174

SHA256  8f8dae@5e2623c591dc44dc5a91385b4355da91492a770f@cag9b509db6533e2

SHAS12  729578ec4@3bald10c58261622d4db774d68e243112351F50cb5fcf231ebdf7fd9759bb5e2bd4a7bd6433c147ededdb78f4eef2eb@8c456d4ad30b55a149edd2

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\TrustTokenKeyCon
MD5 48cb5a96ba70fodfccava2185a9a0c79

SHAL efdbdf44f7cfea2e3b34c6b2fcodc37alb5cef3e

SHA256  722047d2502aaec9c2c80bf7d3b60b29d3f6aee27d656F489e4fbcada7c1a00

SHA512  77eb7bclbdea2bl21b8d95fd8b5d14603d5e105dbf8c8e777b44109b1eb2ba65785ee3a094e18FFb591F81fe140FF83af1618d82680a5bb3a29144c58895dd2e

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_400991360\manifest.json

MD5 ba25fcf816a017558d3434583e9746b8

SHAL be@5c87f7adf6b21273a4e94b3592618b6ada624

SHA256  @d664bc422a696452111b9a48e7da9043c03786c8d5401282cFF9d77bcc34b11

SHA512  3763bd77675221e323faa5502023dc677c08911a673db@38e4108a2d4d71b1a6c0727a65128898bb5dfab275e399F4b7ed19ca2194a8a286e8F9171b3536546F

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_105176714\manifest.json

MD5 50558b365ad4@a8213fb79e84d42ffa3

SHAL 497d5ad94af7cecd6457fbd5723b6635ccd67c6b

SHA256  8ee8a2fb7167ad2dcf2dd6f56074509dedd711b1825dcba2629af48c89eeebbe

SHA512 165a117c8f8247263c3328defB89e5bc159895e1d4375bd3df93df89208c571dc7e3fb98389fa36952c6f3d8f3add4fe5c97b22bddc@lef7c4ac37477cc608a

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\PKIMetadata\28.0.0
MD5 3ef7a7bedecfef355a5d5d6e77ebddfd

SHAL 5c6e47340a710019b97b1fd58624f714420b79F1

SHA256  576d77d3085ff9156298e60dee868364cabab7911edf6f9a4d3ad5F351d5059F

SHAS512  812f5a4elf572b7a@12add71bc210281fd362f48ba5a863b2e5a7d7b6405dd08632dc39ce650a0d032F926d1e41acd8F1c84d5b60552ad9ac98ad6d2abb7 265

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\PKIMetadata\28.0.0
MD5 269f13e71015d2f9dalfcoepe22b27c7

SHAL 67b35f4044517ec8b169d27d354a61e2f095895a

SHA256  1b9ee7a3aec303937fd884335b23591b55e0d5901d1ee25aa25800d1c202a24b

SHA512 039d3f870a4475ded4197289105%9a4ebc4675881349d0310e47c9c975c793fbfed179dc64f5c2616914aa97bcd5e83d6333f5del13f5c56c2fc3f2b7bbol2dec

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\PKIMetadata\28.0.0

MD5 b83d9cPob73ffd5b6945370feedbdb26

SHAL dc5e7ab71b439abel8cde2c4309ef4452220d0de

SHA256 b42799f862739fed5112527d4796690e23014ecdc02489074df4c44c60f272d

SHA512 fffobaa29fcbB253be4f916dd6fde7efdf6b20c49c851e4ff6a027b055a7a48a8dbb74827d55b525¢c3ble7e53e27184e2563f8cb5b7092911d651f4cdbb967ba

memory/4500-1267-0x0000027458E50000-0x0000027458F65000-memory.dmp

memory/4152-1268-0x000001F5132A0000-0x000001F5133B5000-memory.dmp
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C:\Program Files\chrome_Unpacker_BeginUnzipping4152_497857687\manifest.json

MD5 fb0d9796a86299d368998217a949dc6e

SHAL 6179cd612ac@dcc44d0659c7c99dleRaecbf206e

SHA256 c0622dadf4ecloce5f4a64e3f24956b750345dcc194dobd3ff73cfcelbf6081e

SHA512 e3elal8be661da9d450a30a37d24dc08dc8de628a104cedf4197214ce6f27a2bf9de3ecalc1697fcfa3c601787ca7ab6b5e30a5fe3d6ae3b2c10flab34af22fdo

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_1474032856\manifest.json

MD5 a4d9ab812da8b2906ff9d46f9ffco7c3

SHAL 48b428dc760bc008058e6df47a9f05f2f86b4abb

SHA256 68683970ce6d7de9a2043¢c34129106ae68af21a3bBa3c53cb59695640a7clcbe

SHA512 5a2ba950ed85ee55bc1402d57d09ca8d54c@c2df5b43a402bb8bT3668920a40d5841a18d270376b046e23beB0698bd1399ef6a0b695ee6c0b99TbA54616b1chb

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_1474032856\Sigma\Staging

MD5 0163delbl4421ddeee3757FF76fd8led

SHAL 96c75c4fele333a367F45293bd1bd8bFF1cO6f4

SHA256  41la7@6def2e70f96a507208bf88bceb93e950c4c2d671cd1ddba134ce54b2a9

SHA512  80114d59db8f3654dd6821589e5ad03daad23a35610a372756a8865b3e769621e32ef2aed92c2494de2b9fc06d9796b12f1e3bb75873ed794e8c9ae8a0d5e965

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\manifest.fingerprint

MD5 0f487a41f1bb9a49dfc5814815dc8ble

SHAL 39e5af8034fab47bdfbaa2a66455c74185756f0a

SHA256 f96cf59ef5cdf10cdebb367e16c6736d188af934062a8721eb9d60539556a2a9

SHA512 bbbd1619eead82c70cdc0f72867db2ffdd4a45cb908c81e852eec8c1293bcafb90c554bc3d51afab7fd7e478efc15aa9ad90felb56a01d0012ecee493184d36a

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\CompatExceptions

MD5 108de320dc5348d3b6aflfo6a4374407

SHAL 90aa226d3c9d50cf4435ecdd2b8b0B86d8edeb8b

SHA256  5b462316a51c918d@bae95959bf827cb9c72bbd84ffbees3b750aa91fbf3bas3

SHA512 70130c45e20b7cdddOcbab476af9338975cec8e40b8b19603af5fa859a34c6eb2138957daaa263633fe65213e2186402d05d9d29ad53e81311335555116314c2

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Sigma\Entities

MD5 751e7cc660220e7464935a9b90643274

SHAL @5a725af45c74a9e129839b2fa7acca5d83066d8

SHA256  ©f305323c627cfBCc790831c7eBbc38455b7a99983c4ab5bd9d2d9567766¢3499

SHA512  bc879a9bed224b6abdaed2581f948fcad53361b17dc76d5b5df10607ac893db2f39bc5ce5fbbes86e6392ae66F29fc93ac1079fd2d029b9338697b004325c4b36

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\Entities

MD5 4782605d5578236f2d1ddc93c2f22456

SHAL 917f05453d497b3e3de684a905e141972c34a267

SHA256  f6e93c83d9e3cfdffe64535647cee76fc85aalc86fd22a93dcf3d2c377346d94

SHA512 26d75309976facObde3ffe7596209c50ead7518584dd9f27d12a86d80ecec0889bb58dalb8dc8cdb38fc6bfdca7928a54c5a15903¢c4b8d293633d4d58ec147b5

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Sigma\Other

MD5 7bb2f4076e4147781b77d811b21ef1ff

SHA1 fcofeddf6f52841bbd780d21b8e0ddff74fd70ac

SHA256  c9ab8dbc87043c71dd649fcO6bbBO6e7F62e81c973C37b125aFb88e654436F8

SHA512  28356614bc38576ecb37218F9F6f631bd9e55573206c3aa854b91956a33fc828c71f42c7dc7dc6aa86540dab8e345b888bFIc6eb56e49824f492854c193b27b

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Sigma\Social

MD5 fbfc314bba2160b09a3376521c762772

SHAL 3566357486C5d466958334813c90c0a97bfc985

SHA256  e520603e6fb543cde78b2a7dbd8ccfcl75e9aecf71654fc19785927a014d3435

SHA512  e4383491ce5170dedaf4abee61484c62611dfc604549b537d008OT24bFb8cF379ec3efbfb6caflOe7c066ec06457Fb077832d5F780d2260a957F624e0b29383
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C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Sigma\Fingerprinting

MD5 5330cCcc991ba5c6F2777d23c7d8afesd

SHAL d11187c035458fe1201608a91062962903de2e53

SHA256 ecofcbf71d58e707aaf6ba8d3c0719972f26727febed3f8efbf570b9635Faddf

SHA512  2db42b7a6b7f217@f6cad2a26a606ff6357cb8c707bag947baabladd7f566df04a274ed46e36cee72c43ee87ebf4d455b4af3f6dad73f29bdbefebd304f1d6F93

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Sigma\Cryptomining

MD5 4ecleda@e8a@6238fF5bf88569964d59

SHAL a2e78944f cac34d89385487ccbbfadd8fo78d612

SHA256  696e930706b5d391eb8778f73b0627fc2be7f6c9a3e7659170d9d37fc4a97bs

SHA512 c9bled7b61f26d94d7f5eded2d42d40f3e4300eece2319fe28e04b25cdb6dd92daf67828bff453bf5fc8d7b6ceb58cab319fc@daac9bBo50e27a89%efe74d2734e

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Sigma\Content

MD5 dee2a727844dd3cead88941e82722406

SHAL 24ebec9b92eeb6af83841abo2e858f4155801719

SHA256 d99df5936c57a50aebb7f0a3ca65fcc682f523ace93641fbcfbob@9cfb71c739

SHA512  e48edf5f6dcbbd615f42f1b3181b2998bd700508094466009a6a48193a48c3e30e6c4d71cc43aae81d18a88ad9fd7e28eb50a0a52ca6889a270001 fecdb64dfb

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\Analytics

MD5 db9a3dbc4820c8d84a0a569be1234dco

SHAL 78fe9b49b800627cd2eba58cbed251591a2a693a

SHA256  163a5318312b814104d244a4b37b676202827068820aa601C069e6346cb2b75

SHA512 a6735713a801d28e644b31f34335e29d55a46d4b263e923cbec9b57fd18F8bBcecfIb78fab578065207080faa5e81156d04c8fbedb436b718893b6d17123742¢

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Sigma\Analytics

MD5 e018dfa2df54c80ffbfde2c6d2fF5430

SHAL de3f876b85355c6024d76f1bc24a552e532e2a2a

SHA256 33d2b069ea874c12ec96242ca7eb539c1086d38ac6c2e4858c0efcd74fc632e5

SHA512  b6d7886b4094837b271d1aalf72b8c521970527552186604bcb83e17f85fada22e658628f79%eca7d164ace781555abaad7c423a380fe87006aaed77F53e37838

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Sigma\Advertising

MD5 695926835772c67f4e72105e4be259a2

SHAL 72d1fe9070a5c0eed55d989cbd961dbc5442796¢

SHA256  868f3ed3f86f1e82a5041f0a7b382bdd720e411531df2dc680da34eb60580b75

SHAS12  98085236a15e810642602e5dd475aa5a9532bb38917aef784e977bb398b3F9e39F7966370d39c1b554c F3e39858713e8b45bc27fbdb8a701b2a903e453267591

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\Other

MD5 €de395742b85e2b669eaec1d5F15b65b

SHAL 43c81d1c62fc7FF949364639c9a46a0747d122¢

SHA256  2b4a47b82cbe70@e34407c7df126a24007aff8b45d5716db384d27cc1F3b30707

SHA512  4df2ce734e2f7bc5f02bb7845¢a801b57dcF649565dd94b1b71F578b453bakal7c6lccee73e7cFF8F23cdd6aa37e55be5cbl5f4767FF88a9a06de3623604bf0

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\Social

MD5 1de6d58fe9131cl4basbastf740b020f

SHAL e6ed812e23e201b20170e928686a5d612165d85

SHA256 4955c3e7f56641ad4ae@ce9c79bdceeedb21733b0f6dedc980bT8d822a792eba2

SHA512  2854c73c6ef4d271d0e992113732ad65e406d6310711551952b4ad451e2c577a2c3dcbo6052e3ab30003b01619a39e87e5dd28d54F459F94efe879d1a79039b8F

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\Fingerprinting

MD5 3d90e5235a4bee8fldccfc2aect7c585

SHAL Sbeb333084b3af33e7fbd8c83326e18650a8785

SHA256 c7d2bo5ff6e790af78b0f1f341219fdb554dc5e14fbf3e3981819fccddlddfed

SHA512 c8laf723cadaa57f638b9dbc6@aca5d2600cebb8282d78a7b86edc6b473bd3a1768c8fdelbl1d50b6b967b2866495655de@9577973778038434bf4b513ba74a7
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C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\Cryptomining

MD5 95a2820d67ec466eb3444a9458eb7e56

SHAL £93e178f40310e071e4d596F0af 05146661787

SHA256  1e92781le88ee786bf6d1ld5cb71d467a92fe7f281F2d1e548524bF119d7ddc700

SHAS12  15281c334f013f@200ca2d6faaaec81dc5602058cF3522b805e21ca5fB31cbaca68606d353e6745bFb86F07fdd6ccc892942aee5ad7cfofofo798a4d7f497a47

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\Content

MD5 26006350 70dbc8c18098b773c3d4c

SHAL eb@15f7010dd74c874675d0599e634027363b7b4

SHA256  7869993fcb93b302598643be96c6abo4caf3bed7cIfc344959773¢754291376e

SHA512  @f56d119a5f89689d0e45a61631330483a95255447c4156d4Fb2565F45c32dbb95adc39666a833d2127ce57F3F4198ced45d2al74955ec088bcdd2f74F59b3F6b

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\Advertising

MD5 3495430eefd1e96e8bd95b67ccabefol

SHAL 54129d2d72e062ad36a66922331818e81bd34df3

SHA256 5989ccf9a58e4ffda7c2422bd8dfcb3eadeld412fbdec2291385a9955af%eace

SHA512  9197537719b70837ce997cd2b168c6bf6fe877811f81459a0c0f1363b7179960594761df147c85034c628b8e9a3463084ac26fb8bcc3fbc765089adfeeas6f6b

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Sigma\LICENSE

MD5 5b7baf861a48c045d997992424b5877b

SHAL 2b2bd9al3afe49748abf39fafoeb29ed658f066e

SHA256  44071e@fcffbIada32e8fa7010bbl8dbcalafdebl76f81bf700b15b638a88a51

SHA512 4820b41aa5ff4d934a583e1fOb93b1512631102bb2dfdb74792a2f0dcf9907da7680c02a5ddd2492ale6d58cdada3453d9e38bb8deabbce831ff36a7f8ded16¢

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\TransparentAdvertisers

MD5 57d5a3548911886de2f3bd3172e808ed

SHAL ca932af3b25f245ce931fbc6cF18299e5fbe35a7

SHA256  d2cd@bef5f45dafa98c53e705d6F67dFel2390¢72a00efa6f5117432bd8edb8c

SHA512  933194509d305b2a60b38c149bald74el42ef15647242b287844d263006d33ffa38b6ea263c89cb821a9277d41fecfda95aveda830f3a5ef8df5baged3bbc8ls

C:\Users\Admin\AppData\Local\Packages\5319275A.WhatsAppDesktop_cv1g1gvanyjgm\LocalCache\EBWebView\Trust Protection
Lists\1.0.0.34\Mu\LICENSE

MD5 d32239bcb673463ab874e80d47fae504

SHA1 8624bcdae55baeef00cd11d5dfcfa60f68710a02

SHA256 8ceb4b9ee5adedde47b31e975c1d90c73ad27b6b1l65aldcd80c7c545eb65b903

SHA512 7633623b66b5e686bb94dd96a7cdb5a7e5ee00e87004fabd16a5610d59c62badaf512a2e26e34e2455b7ed6b76690d2cd47464836d7d85d78b51d50F7e933d5¢

C:\Program Files\chrome_Unpacker_BeginUnzipping4152_1354264753\manifest.json

MD5 580786a5ec9eb650dde3e@e75db8588a

SHAL 8c0835d1a6bF82e753b624440e9674d649696ead

SHA256  25ac9b79df29fa869b4c9faca3bdbc3ag5f6122f5a8efab5a1216d577099becc

SHA512  c8d41e16b291157e2afbf978469eae4c@17d1ce3b941b93ae710e2bbaaflc3e601dba5e579d22b957b7alec48cha788015725a2fa23cF02f2d66010ef4fddoad

memory/4500-1805-0x0000027458E50000-0x0000027458F65000-memory.dmp

memory/4152-1806-0x000001F5132A0000-0x000001F5133B5000-memory.dmp
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Part 5. Analysis: behavioral2
5. 1. Detonation Overview

Target SHA256 Filesize
WhatsApp Installer (6).exe bb2aff493d76602afe402f40f810afb329¢380f2c7de3bc1b86d06c6bebal59e 1.1MB

Submitted Reported Platform Max time kernel Max time network
2026-03-03 17:30 2026-03-03 17:46 win11-20260130-en 899s 895s

5. 2. Command Line

"C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe"

5. 3. Signatures

Boot or Logon Autostart Execution: Active Setup

persistence

Description Indicator Process Target
Kev created \REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000\Software\Microsoft C:\Windows\explore N/A
Y \Active Setup\installed Components rexe
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000\Software\Microsoft C:\Windows\explore
Key created . N/A
\Active Setup\installed Components r.exe

Loads dropped DLL

Description Indicator Process Target
N/A N/A C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe N/A
N/A N/A C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe N/A
N/A N/A C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe N/A
N/A N/A C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe N/A

Enumerates connected drives

Description Indicator Process Target
File opened (read-only) \?2\F: C:\Windows\explorer.exe N/A
File opened (read-only) \??\D: C:\Windows\explorer.exe N/A

Drops file in Windows directory

Description Indicator Process Target

File created C:\Windows\Syst_emTemp\chrome_Unpacker_BeginUnzipping752_ C:\Prpqrgm Files (x86)\Microsoft\Edge N/A
132762391\sets.json \Application\msedge.exe

File created C:\Windows\SystemTe'mp\chrome_Unpacker_BeginUnzipping752_ C:\Prpqrgm Files (x86)\Microsoft\Edge N/A
808274551 \extraction.js \Application\msedge.exe

File created C:\Windows\SystemTemp\chrgme._Unpacker_BeginUnzipping752_ C:\Prpgrgm Files (x86)\Microsoft\Edge N/A
668123467\deny_etld1_domains.list \Application\msedge.exe

File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Prpgrgm Files (x86)\Microsoft\Edge N/A
1639303045\crl-set \Application\msedge.exe

File created C:\Windows\SystemTemp\chrome_L_Jnpacker_BeginUnzipping?52_ C:\Prpqrgm Files (x86)\Microsoft\Edge N/A
1982923731\Mu\TransparentAdvertisers \Application\msedge.exe

File created C:\Windows\SystemTenjp\chrome_Unpacker_BeginUnzipping752_ C:\Prpgrgm Files (x86)\Microsoft\Edge N/A
1982923731\Sigma\Entities \Application\msedge.exe

File created C:\Windows\Sys_temT_emp\chrome_Unpacker_BeginUnzipping?52_ C:\Prpqrgm Files (x86)\Microsoft\Edge N/A
981733079\manifest.json \Application\msedge.exe

File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Prpgre}m Files (x86)\Microsoft\Edge N/A
1982923731\Mu\Entities \Application\msedge.exe

File created C:\Windows\S)_/stemT_emp\ch_ror_ne_Unpacker_BeginUnzipping752_ C:\Prpqrgm Files (x86)\Microsoft\Edge N/A
1982923731\Sigma\Fingerprinting \Application\msedge.exe

File created C:\Windows\Syst‘emTemp\chrome_Unpacker_BeginUnzipping752_ C:\Prpgrgm Files (x86)\Microsoft\Edge N/A
981733079\kp_pinslist.pb \Application\msedge.exe
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Description

File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created
File created

File created

Indicator

Sandbox report

Process Target

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/A

668123467\deny_full_domains.list

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

1639303045\manifest.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

1761439032\safety_tips.pb

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

1639174249\manifest.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

1982923731\Mu\Content

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/

1946387131\protocols.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

1929768173\manifest.json

\Application\msedge.exe

\Application\msedge.exe N/A

\Application\msedge.exe N/A

\Application\msedge.exe N/A

\Application\msedge.exe N/A

\Application\msedge.exe A

\Application\msedge.exe N/A

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/A

1929768173\office_endpoints_list.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

132762391\manifest.json

\Application\msedge.exe

\Application\msedge.exe N/A

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/A

808274551\classification.js

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

808274551 \travel-facilitated-booking-bing.js

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N
649655351\autofill_bypass_cache_forms.json
C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge
649655351\edge_autofill_global_block_list.json

\Application\msedge.exe

\Application\msedge.exe N/A

\Application\msedge.exe A

\Application\msedge.exe N/A

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/A

649655351\v1FieldTypes.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

1982923731\Mu\Social

\Application\msedge.exe

\Application\msedge.exe N/A

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/A

1761439032\typosquatting_list.pb

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

1982923731\Mu\Staging

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

132762391\LICENSE

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

808274551\automation.js

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

184510105\keys.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/

1982923731\Mu\LICENSE

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge
132762391\_metadata\verified_contents.json

\Application\msedge.exe

\Application\msedge.exe N/A

\Application\msedge.exe N/A

\Application\msedge.exe N/A

\Application\msedge.exe N/A
\Application\msedge.exe A
N/A

\Application\msedge.exe

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/A

808274551\manifest.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

184510105\LICENSE

\Application\msedge.exe

\Application\msedge.exe N/A

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/A

1982923731\Sigma\Cryptomining

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

175407 1788\manifest.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N

1948944278\manifest.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

1639174249\data.txt

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

198292373 1\Mu\Other

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

14636026\manifest.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge
184510105\ _metadata\verified_contents.json

\Application\msedge.exe

\Application\msedge.exe N/A

\Application\msedge.exe /A

\Application\msedge.exe N/A

\Application\msedge.exe N/A

\Application\msedge.exe N/A

\Application\msedge.exe N/A

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge N/A

668123467\manifest.json

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_ C:\Program Files (x86)\Microsoft\Edge

1982923731\Mu\Advertising
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Description Indicator
) C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 898879799\manifest json
File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
1929768173\smart_switch_list.json
. C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 2119453888\domain_actions.dl
: C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 1761439032\manifest json
. C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 198292373 1\manifest.json
File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
1982923731\Mu\Fingerprinting
File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
1982923731\Sigma\LICENSE
. C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 649655351\regex_patterns.json
: C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 1982923731\Mu\Analytics
File created C:\Windows\SystemTe.mp\chrome_Unpacker_BeginUnzipping752_
1754071788\nav_config.json
File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
1982923731\Sigma\Analytics
File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_

981733079\ct_config.pb
File opened for

i C:\Windows\SystemTemp
modification
File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
808274551\travel-facilitated-booking-kayak.js
. C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 668123467\deny_domains.list
. C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 649655351\manifestjson
File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
1982923731\Mu\CompatExceptions
. C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 1982923731\Sigma\Staging
: C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 14636026\weli_known_domains.dil
. C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_
File created 2119453888\manifest json
File created C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_

1982923731\Mu\Cryptomining

Browser Information Discovery

discovery

Enumerates physical storage devices

System Time Discovery

Process Target

C:\Program Files (x86)\Microsoft\Edge

PN N/A

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge
PN N/

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge
=TS N/A

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge
PN N/A

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge N

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge
=TS N/A

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge
PN N/A

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge N/A

\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge N/

\Application\msedge.exe

N/A

N/A

N/A

N/A

A

N/A

N/A

N/A

/A

N/A

N/A

N/A

N/A

N/A

A

discovery
Description Indicator Process Target
N/A N/A C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe N/A
Checks SCSI registry key(s)
Description Indicator Process Target
Key value \REGISTRY\MACHINE\SYSTEM\ControlSet0O0 N\Enum\SCSNCdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex N/A
queried DVD-ROM\2&1f4adffe&0&000001\FriendlyName plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 \Enum\SCSINCdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
Key opened DVD-ROM\2&1f4adffe&0&000001\Properties\{78c34fc8-104a-4aca-9ea4-524d52996e57}\005 W N/A
A .
Kev opened \REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex N/A
¥ op DVD-ROM\2&1f4adffe&0&000001\Properties\{51236583-0c4a-4fe8-b81f-166aec13f510)\007A plorer.exe
Key value \REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex N/A
queried T2B0A\4&215468a5&08&000000\ConfigFlags plorer.exe

https://tria.ge/260303-v3afzaht5y/behavioral2

27/68



3/3/26, 11:53 a.m.

Description
Key opened
Key opened

Key value
queried

Key opened

Key opened

Key opened

Key opened

Key opened

Key opened
Key opened

Key opened

Key value
queried

Key opened
Key opened
Key opened

Key opened

Key opened

Key opened

Key opened

Key value
queried

Key opened

Key value
queried
Key value
queried

Key opened
Key opened

Key opened

Key opened

Key opened

Key opened

Key opened

Sandbox report

Indicator Process
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000001\Properties\{cf73bb51-3abf-44a2-85e0-9a3dc7a12132)\0006 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ CA\Windows\ex
2VD-ROM\2&1f4adffe&0&000002\Properties\{78034f08-104a-4aca-9ea4-524d52996e57}\005 prreT
\REGISTRY\MACHINE\SYSTEM\ControlSet00 \Enum\SCSI\CdRom&Ven_DADY&Prod_HL-D C:\Windows\ex
T-ST_DVD+-RW\4&215468a5&08&010000\HardwarelD plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000001\Properties\{51236583-0c4a-4fe8-b81f-166aec13f510\0064 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet0O0 \Enum\SCSI\CdRom&Ven_DADY&Prod_HL-D C\Windows\ex
T-ST_DVD+-RW\4&215468a5&08&010000\Properties\{afd97640-86a3-4210-b67c-289c41aabe I—
5500003 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 \Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000002\Properties\{a45c254e-df1c-4efd-8020-67d146a850e0}\0011 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000001\Properties\{8c7ed206-3f8a-4827-b3ab-ae9e1faefc6c\0004 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C\Windows\ex
DVD-ROM\2&1f4adffe&0&000001\Properties\{540b947e-8b40-45bc-a8a2-6a0b894cbda2}\000 W
9 olorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSetO0 1\Enum\SCSINCdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000002\Properties\{cf73bb51-3abf-44a2-85e0-9a3dc7a12132}\0006 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000002\Properties\{259abffc-50a7-47ce-af08-68c9a7d73366\000C plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex
T2B0A\4&215468a5&08&000000\Properties\{8c7ed206-3f8a-4827-b3ab-ae9e1faefc6¢c}\0004  plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000002\HardwarelD plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSINCdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000001\Properties\{a45c254e-df1c-4efd-8020-67d146a850e0}\0011 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000001\Properties\{b725f130-47ef-101a-a5f1-02608c9eebac}\000A plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSINCdRom&Ven_DADY&Prod_HL-D C:\Windows\ex
T-ST_DVD+-RW\4&215468a5&0&010000 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSNCdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000002\Properties\{8c7ed206-3f8a-4827-b3ab-ae9e1faefc6c}\0004 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_DADY&Prod_HL-D CAWindows\ex
T-ST_DVD+-RW\4&215468a5&0&010000\Properties\{5400947 e-8b40-45bc-a8a2-6a0b894cbd Ii
2210009 Rlorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex
T2B0A\4&215468a5&0&000000\Properties\{78c34fc8-104a-4aca-9ead-524d52996e57}\005A plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_DADY&Prod_HL-D C:\Windows\ex
T-ST_DVD+-RW\4&215468a5&0&010000\Properties\{78c34fc8-104a-4aca-9ead-524d52996e5 == — —
7)\005A Rlorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 \Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex
T2B0A\4&215468a5&0&000000\HardwarelD plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex
T2B0A\4&215468a5&08000000\Properties\{afd97640-86a3-4210-b67c-289c41aabe551\0003  plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_DADY&Prod_HL-D C:\Windows\ex

T-ST_DVD+-RW\4&215468a5&0&010000\Capabilities plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000001\HardwarelD plorer.exe

\REGISTRY\MACHINE\SYSTEM\ControlSetO0 NEnum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex
T2B0A\48&215468a5&0&000000\Properties\{540b947e-8b40-45bc-a8a2-6a0b894cbda2}\0009 plorer.exe

\REGISTRY\MACHINE\SYSTEM\ControlSet0O0 \Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex
T2B0A\4&215468a5&0&000000\Properties\{259abffc-50a7-47ce-af08-68c9a7d73366\000C  plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSNCdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000002\Properties\{b725f130-47ef-101a-a5f1-02608c9eebac}\000A plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_DADY&Prod_HL-D

T-ST_DVD+-RW\4&215468a5808010000\Properties\(b725{130-47ef-101a-a5(1-02608cTeeba o laoNsiex
C)\OODA plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_DADY&Prod_HLD v
T-ST_DVD+-RW\4&21546835&08010000\Properties\(51236583-Ocda-4fe8-b811-166aec1351 oo ndowsiex
0NOO7A plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSN\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex
DVD-ROM\2&1f4adffe&0&000002 plorer.exe

\REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex
T2B0A\4&215468a5&0&000000\Properties\{cf73bb51-3abf-44a2-85e0-9a3dc7a12132)\0006  plorer.exe
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N/A
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N/A

N/A

N/A

N/A

N/A

N/A
N/A
N/A
N/A
N/A
N/A
N/A

N/A

N/A

N/A

N/A

N/A
N/A
N/A
N/A
N/A
N/A

N/A

N/A

N/A

N/A
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Description Indicator Process Target
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex

Keyopened  py/p ROM\28114adffe&0&000002\Properties\{51236583-0ca-4fe8-b811-166aec1 351000064 plorer.exe NiA

Key value \REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex N/A

queried DVD-ROM\2&1f4adffe&0&000002\Capabilities plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControISgtOO1\Enum\SCSI\CdRom&Ven_Msf‘t&Prod_VirtuaI_ C:\Windows\ex N/A
DVD-ROM\2&1f4adffe&0&000002\Properties\{51236583-0c4a-4fe8-b81f-166aec13f510)\007A plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex N/A
T2B0A\4&215468a5&0&000000 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_DADY&Prod_HL-D C:AWindows\ex

Key opened T-ST_DVD+-RW\4&215468a5&08&010000\Properties\{259abffc-50a7-47ce-af08-68c9a7d7336 Ii N/A
6)\000C plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_DADY&Prod_HL-D C:\Windows\ex

Key opened T-ST_DVD+-RW\4&215468a5&0&010000\Properties\{51236583-0c4a-4fe8-b81f-166aec13f51 = ———~=—=== N/A
0}\0064 plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControIS_etOO1\Enum\SCSI\CdRom&Ven_Msf‘t&Prod_VirtuaI_ C:AWindows\ex N/A
DVD-ROM\2&1f4adffe&0&000001\Properties\{259abffc-50a7-47ce-af08-68c9a7d73366\000C plorer.exe

Key value \REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSNCdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex N/A

queried DVD-ROM\2&1f4adffe&0&000002\FriendlyName plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex N/A
T2B0A\4&215468a5&0&000000\Properties\{51236583-0c4a-4fe8-b81f-166aec13f510}\0064  plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ CA\Windows\ex

Key opened DVD-ROM\2&1f4adffe&0&000002\Properties\{540b947e-8b40-45bc-a8a2-6a0b894cbda2}\000 pl'oreT N/A
9 olorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex N/A
T2B0A\4&215468a5&08&000000\Properties\{51236583-0c4a-4fe8-b81f-166aec13f510)\007A  plorer.exe

Key value \REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_DADY&Prod_HL-D C:\Windows\ex N/A

queried T-ST_DVD+-RW\4&215468a5&0&010000\ConfigFlags plorer.exe

Key value \REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSINCdRom&Ven_DADY&Prod_HL-D C:\Windows\ex N/A

queried T-ST_DVD+-RW\4&215468a5&0&010000\FriendlyName plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSINCdRom&Ven_DADY&Prod_HL-D C:\Windows\ex

Key opened T-ST_DVD+-RW\4&215468a5&08&010000\Properties\{cf73bb51-3abf-44a2-85e0-9a3dc7a1213 = —— === N/A
2)\0006 plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex N/A
DVD-ROM\2&1f4adffe&0&000001\Properties\{8c7ed206-3f8a-4827-b3ab-ae9e1faefc6¢c\0002 plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex N/A
T2B0A\4&215468a5&08000000\Properties\{b725f130-47ef-101a-a5f1-02608c9eebac\000A  plorer.exe

Key value \REGISTRY\MACHINE\SYSTEM\ControlSet00 \Enum\SCSI\CdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex N/A

queried DVD-ROM\2&1f4adffe&0&000001\Capabilities plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControISgtOO1\Enum\SCSI\CdRom&Ven_Msft&Prod_VirtuaI_ C:AWindows\ex N/A
DVD-ROM\2&1f4adffe&0&000002\Properties\{8c7ed206-3f8a-4827-b3ab-ae9e1faefc6¢}\0002 plorer.exe

Key value \REGISTRY\MACHINE\SYSTEM\ControlSet001\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex N/A

queried T2B0A\4&215468a5&0&000000\Capabilities plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControIS_etOO1\Enum\SCSI\CdRom&Ven_Msft&Prod_VirtuaI_ C:\Windows\ex N/A
DVD-ROM\2&1f4adffe&0&000001\Properties\{afd97640-86a3-4210-b67c-289c4 1aabe55)\0002 plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControIS_etOO1\Enum\SCSI\CdRom&Ven_Msf‘t&Prod_VirtuaI_ C:\Windows\ex N/A
DVD-ROM\2&1f4adffe&0&000002\Properties\{afd97640-86a3-4210-b67c-289c4 1aabe55)\0002 plorer.exe

Key value \REGISTRY\MACHINE\SYSTEM\ControlSet00 1\Enum\SCSI\Disk&Ven_WDC&Prod_WDS100 C:\Windows\ex N/A

queried T2B0A\4&215468a5&0&000000\FriendlyName plorer.exe

Key opened \REGISTRY\MACHINE\SYSTEM\ControlSetO0 1\Enum\SCSINCdRom&Ven_Msft&Prod_Virtual_ C:\Windows\ex N/A
DVD-ROM\2&1f4adffe&0&000001 plorer.exe
\REGISTRY\MACHINE\SYSTEM\ControlSet00 \Enum\SCSNCdRom&Ven_DADY&Prod_HL-D CA\Windows\ex

Key opened T-ST_DVD+-RW\4&215468a5&0&010000\Properties\{8c7ed206-3f8a-4827-b3ab-ae9e1faefc6 I— N/A
c)\0004 plorer.exe

Enumerates system info in registry

Description Indicator Process Target

Key value \REGISTRY\MACHINE\HARDWARE\DESCRIPTION\S C:\Program Files (x86)\Microsoft\Edge\Application\mse N/A

queried ystem\BIOS\SystemManufacturer dge.exe

Key opened \REGISTRY\MACHINE\HARDWARE\DESCRIPTION\S C:\Windows\SystemApps\MicrosoftWindows.Client.CB N/A
ystem\BIOS S_cwbSn1h2txyewy\SearchHost.exe

Key value \REGISTRY\MACHINE\HARDWARE\DESCRIPTION\S C:\Windows\SystemApps\MicrosoftWindows.Client.CB N/A

queried ystem\BIOS\SystemSKU S_cw5bn1h2txyewy\SearchHost.exe

Key opened \REGISTRY\MACHINE\HARDWARE\DESCRIPTION\S C:\Program Files (x86)\Microsoft\Edge\Application\mse N/A
ystem\BIOS dge.exe

Key value \REGISTRY\MACHINE\HARDWARE\DESCRIPTION\S C:\Program Files (x86)\Microsoft\Edge\Application\mse N/A

queried ystem\BIOS\SystemProductName dge.exe
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Sandbox report

Modifies Internet Explorer settings

adware spyware

Description

Key created

Set value
(int)

Key created

Set value
(data)

Indicator Process Target

C:\Windo
ws\explor N/A
er.exe
C:\Windo
ws\explor N/A
er.exe
C:\Windo
ws\explor N/A
er.exe

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000\Software\Microsoft\Internet Ex
plorer\Toolbar

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000\Software\Microsoft\Internet Ex
plorer\Toolbar\Locked = "1"

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000\Software\Microsoft\Internet Ex
plorer\Toolbar\ShellBrowser

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000\Software\Microsoft\Internet Ex
plorer\Toolbar\ShellBrowsen\ITBar7Layout = 13000000000000000000000020000000100000000000000
001000000010700005e010000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000

C:\Windo
ws\explor N/A
er.exe

Modifies data under HKEY_USERS

Description
Key created

Set value
(int)

Indicator Process Target

\REGISTRY\USER\S-1-5-19\Software\Microsoft\Cryptography\TPM\Tele C:\Program Files (x86)\Microsoft\Edge
metry \Application\msedge.exe
\REGISTRY\USER\S-1-5-19\Software\Microsoft\Cryptography\TPM\Tele C:\Program Files (x86)\Microsoft\Edge
metry\TraceTimeLast = "134170326897063138" \Application\msedge.exe

N/A

N/A

Modifies registry class

Description

Set value
(int)

Set value
(data)

Indicator Process Target

C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explore\DOMStorage\bing.com\Total = "5173" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa C:\Windo N/A
re\Microsoft\Windows\CurrentVersion\TrayNotify\PastlconsStream = 1400000005000000010001000200 ws\explo
000014000000494c200602000400540010001000ffffffff211 Offfffffffffffff424d360000000000000036000000 rer.exe
28000000100000004000000001002000000000000010000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
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Description

Sandbox report

Indicator
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000005000000420000002a0000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000004c000000a2e000000420000000000000
0000000001000000075000000¢3000000cb000000cb000000cb000000cb000000cb000000cb000000ch0
00000cb000000cb000000620000001e0000000000000005010101a5232323f28b8b8bfAc9c9cIfee3e3e3
fee3e3e3fee3e3e3fee3e3e3fec0e0elfealalalfe080808f4131315624f4f5aad060609d90000001800000
07a1f1f1ff5989898f3dbdbdbfce3e3e3fee3e3e3fee3e3e3fee3e3e3fedfdfdffe9c9c9cfe1b1b1bdalc1c1c66
96969628d6d6d6fa535353f2000000b9000000ec5b5b5bf6999999f7adadadfcb3b3b3edd9d9d9fee3e3e3f
ee3e3e3fe9f9f9ffe1d1d1dd8292929749f9f9fb7cdcdcdf9b7b7b7{6848484f6000000f7000000f7b7b7bfe97
9797fe979797fe979797fa9d9d9df9adadadf09a9a9afb0f0f0feb2121216b989898bab0b0b0echb1b1b1fch0
b0b0fd888888fe000000fe000000f86c6c6cfb979797fe979797fe979797fe949494fe6a6abafe090909eb10
101065858585b0aeaeaef6b0b0bOfeafafaffeabababfd3f3f3fee000000bb0000009c2f2f2ff28a8a8afc97979
7fe959595fe696969fe131313d81212126¢c565656ab898989f5959595f9a1a1a1fe767676f53d3d3df80404
04c¢6000000250000001a060606be303030f46b6b6bfa656565fe121212da17171774585858ba7e7e7efe?
e7e7efe7e7e7efe797979fe0e0e0ee6000000840000002b00000000000000000000001e0000009905050
5f4050505f410101066585858b77d7d7dfc7e7e7efe7e7e7efe7e7e7efe1f1f1fed000000b90000000c00000
00000000000000000000000000300000049000000cb0000004e191919a15b5b5bfc686868f8686868f85f
5f5ffb222222ee000000ca0000001e000000000000000000000000000000000000000900000067000000
490000000500000072010101ae0e0e0ecd0e0e0ece020202b6000000830000001e00000000000000000
00000000000000000000000000000000000000900000003000000000000000400000019000000300000
00310000001f00000006000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00005000000420000002a00000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000004c0000002e0000004200000000000000000
000001000000075000000c3000000cb000000cb000000cb000000cb000000cb000000cb000000ch00000
0cb000000cb000000620000001e0000000000000005010101a5232323f28b8b8bfIcIcIcIfeeldele3feel
e3e3fee3e3e3fee3e3e3feelelelfealalalfe080808f4131315624f4f5aad060609d9000000180000007a1
f1f1ff5989898f3dbdbdbfce3e3e3fee3e3e3fee3e3e3fee3e3e3fedfdfdffe9c9c9cfe1b1b1bdalc1c1c669696
96a8d6d6d6fa535353f20000000b9000000ec5b5b5bf6999999f7adadadfcb3b3b3edd9d9d9fee3e3e3feele
3e3fe9f9f9ffe1d1d1dd8292929749f9f9fb7cdcdcdfOb7b7b7f6848484f6000000f7000000ff7b7b7bfe979797
fe979797fe979797fa9d9d9df9adadadf09a9a9afb0f0f0feb2121216b989898bab0b0b0ecb1b1b1fcb0bObOf
d888888fe000000fe000000f86c6c6cfb979797fe979797fe979797fe949494fe6a6a6afe090909eb1010106
5858585b0aeaeaef6b0b0b0feafafaffeababa6fd3f3f3fee000000bb0000009c2f2f2ff28a8a8afc979797fe95
9595fe696969fe131313d81212126¢c565656ab898989f5959595f9a1a1a1fe767676f53d3d3df8040404c60
00000250000001a060606be303030f46b6b6bfa656565fe121212da17171774585858ba7e7e7efe7e7e7e
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Description

Set value
(int)

Set value
(str)

Key created

Key created

Key created

Key created

Set value
(str)

Sandbox report

Indicator Process Target
fe7e7e7efe797979fe0e0e0ee6000000840000002b00000000000000000000001e00000099050505f4050
505f410101066585858b77d7d7dfc7e7e7efe7e7e7efe7e7e7efe1f1f1fed000000b90000000c0000000000
000000000000000000000300000049000000cb0000004e191919a15b5b5bfc686868f8686868f85f5f5ffb2
22222ee000000ca0000001e000000000000000000000000000000000000000900000067000000490000
000500000072010101ae0e0e0ecd0e0e0ece020202b6000000830000001e00000000000000000000000
00000000000000000000000000000000900000003000000000000000400000019000000300000003100
00001f00000006000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000424d3e000000000000003000000280000001000000040000000010001000000000
0000100000000000000000000000000000000000000000000ffffff0000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000ffff0000fffA0000fff10000c00
1000080000000000000000000000000000000000000000000000080010000c0030000c0070000c80f000
0Offff0000ffffO000fffF0000fffFO0000fff10000c00100008000000000000000000000000000000000000000000
0000080010000c0030000c0070000c80f0000ffff0000fffF000000000000000000000000000000000000000
000000000010000000800000002000000040000002400000001000000000000000100000000000000
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet ExplorenDOMStorage\Total\ = "6140" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Progr
am Files
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa (x86)\Mic
re\Microsoft\Windows\CurrentVersion\AppContainer\Mappings\S-1-15-2-1760019844-2681172078-3872 rosoft\Ed N/A
633735-798519778-3824819574-1684089895-1452983902\DisplayName = "Chrome Sandbox" ge\Applic
ation\ms
edge.exe
C:\Progr
am Files
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa (x86)\Mic
re\Microsoft\Windows\CurrentVersion\AppContainer\Mappings\S-1-15-2-1760019844-2681172078-3872 rosoft\Ed N/A
633735-798519778-3824819574-1684089895-1452983902\Children ge\Applic
ation\ms
edge.exe
C:\Progr
am Files
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa (x86)\Mic
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\cr.sb.odmf5200eafd3ad904629cbb0f87a78 rosoff\Ed N/A
a3c7211081fe\Children ge\Applic
ation\ms
edge.exe
C:\Windo
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings ws\explo N/A
rer.exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\EdpDomStorage CBS _cw
5n1h2txy
ewy\Sea
rchHost.
exe
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa C:\Windo N/A
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye ws\Syste
wy\Internet Settings\Cache\Content\CachePrefix mApps
\Microsof
tWindow
s.Client.
CBS_cw

5n1h2txy
ewy\Sea
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3/3/26, 11:53 a.m.

Description

Key created

Key created

Key created

Key created

Key created

Set value
(int)

Key created

Key created

Key created

Set value
(data)

Key created

Key created

Sandbox report

Indicator Process Target

rchHost.
exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\EdpDomStorage\www.bing.com CBS _cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:Windo
ws\explo N/A
rer.exe
C:\Windo
ws\explo N/A
rer.exe
C:\Windo
\Registry\UserS-1-5-21-2122505878-652277452-2375749442-1000_Classes\NotificationData ws\explo N/A
rer.exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\DomStorage State CBS _cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\DOMStorage\bing.com\Total = "56" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\explo N/A
rer.exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explore\DOMStorage\www.bing.com CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\explo N/A
rer.exe
C:\Windo
ws\explo N/A
rer.exe
C:\Windo
ws\explo N/A
rer.exe
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa C:\Progr N/A
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage am Files
(x86)\Mic
rosoft\Ed

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa
re\Microsoft\Windows\Shell

\REGISTRY\MACHINE\SOFTWARE\Classes\CLSID\{1f3427c8-5¢10-4210-aa03-2ee45287d668}\Instan
ce\

\REGISTRY\MACHINE\SOFTWARE\Classes\CLSID\{4336a54d-038b-4685-ab02-99bb52d3fb8b}\Instan
ce\

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa
re\Microsoft\Windows\Shell\BagMRU

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa
re\Microsoft\Windows\Shell\BagMRU\NodeSlots

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa
re\Microsoft\Windows\CurrentVersion\TrayNotify
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3/3/26, 11:53 a.m.

Description

Key created

Set value
(int)

Set value
(int)

Set value
(data)

Key created

Set value
(int)

Set value
(data)

Set value
(int)

Set value
(int)

Key created

Sandbox report

Indicator Process Target
ge\Applic
ation\ms
edge.exe
C:\Windo

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings ws\explo N/A
rer.exe
C:\Windo
ws\Syste
mApps
\Microsof

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow

re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A

wy\Internet Explorer\DOMStorage\www.bing.com\ = "23" CBS_cw
Sn1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\Syste
mAppRs
\Microsof

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow

re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A

wy\Internet Explore\DOMStorage\bing.com\Total = "23" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa %)m) N/A

re\Microsoft\Windows\Shel\BagMRU\MRUListEx = ffffffff rer.exe

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa C:\Windo
re\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.MicrosoftStickyNotes_8weky ws\explo N/A
b3d8bbwe\PersistedTitleBarData\Microsoft.MicrosoftStickyNotes_8wekyb3d8 rer.exe
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa C:\Windo
re\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.MicrosoftStickyNotes_8weky ws\explo N/A
b3d8bbwe\PersistedTitleBarData\Microsoft.MicrosoftStickyNotes_8wekyb3d8 = "1" rer.exe
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa C\Windo
re\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft. Windows.PeopleExperience m N/A
Host_cw5n1h2txyewy\ApplicationFrame\Microsoft.Windows.PeopleExperienceHos = 680100008802000 rerexe

0
C:\Windo
ws\Syste
mAppRs
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\DOMStorage\Total\ = "990" CBS_cw
5n1h2txy.
ewy\Sea
rchHost.
exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\DOMStorage\bing.com\Total = "482" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Progr
am Files
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa (x86)\Mic
re\Microsoft\Windows\CurrentVersion\AppContainer\Mappings\S-1-15-2-1760019844-2681172078-3872 rosoft\Ed N/A
633735-798519778-3824819574-1684089895-1452983902 ge\Applic
ation\ms
edge.exe
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3/3/26, 11:53 a.m.

Description

Set value
(int)

Set value
(int)

Set value
(int)

Key created

Key created

Set value
(str)

Key created

Key created

Sandbox report

Indicator Process Target

C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client.
wy\Internet Explore\DOMStorage\Total\ = "1023" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\explo
rer.exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client.
wy\Internet Explorer\DOMStorage\www.bing.com\ = "482" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
\REGISTRY\MACHINE\Software\Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\Ap C:\Windo
pModel\Deployment\Package\*\S-1-5-21-2122505878-652277452-2375749442-1000{698BD76F-81DE- ws\explo
4A81-B4A2-6343F060DDF5} rer.exe
C:\Windo
ws\Syste
mApps
\Microsof
tWindow
s.Client.
CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client.
wy\Internet Settings\Cache\Cookies\CachePrefix = "Cookie:" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client.
wy\Internet Explore\DOMStorage CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client.
wy\Internet Explorer\EdpDomStorage\bing.com CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa
re\Microsoft\Windows\CurrentVersion\TrayNotify\UserStartTime = "134142267872437866"

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\MuiCa
che
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3/3/26, 11:53 a.m.

Description

Set value
(data)

Key created

Key created

Key created

Key created

Key created

Key created

Key created

Set value
(int)

Key created

Key created

Sandbox report

Indicator Process Target

C:\Windo
ws\explo N/A
rer.exe
C:\Progr

am Files
(x86)\Mic
rosoft\Ed N/A
ge\Applic
ation\ms
edge.exe
\REGISTRY\MACHINE\Software\Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\Ap C:\Windo
pModel\Deployment\Package\*\S-1-5-21-2122505878-652277452-2375749442-1000{A015C4DA-6C69- ws\explo N/A
40EF-932C-725B940C0AD7} rer.exe

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa CAWindo

- ; ws\explo N/A
re\Microsoft\Windows\Shell rer.exe

C:\Windo
ws\Syste
mApps
\Microsof
t.Window
s.StartM
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\MuiCa enuExpe
che rienceHo
st_cwbn
1h2txye
wy\Start
MenuEx
perience
Host.exe
C:\Progr
am Files
\REGISTRY\MACHINE\Software\Classes\Local Settings\Software\Microsoft\Windows\CurrentVersion\Ap (x86)\Mic
pModel\Deployment\Package\*\S-1-5-21-2122505878-652277452-2375749442-1000\{11FF2B17-9102-4 rosoft\Ed N/A
406-B9A8-FI3683E51097} ge\Applic
ation\ms
edge.exe
C:\Windo
wslexplo N/A
rer.exe
C:\Windo
ws\Syste
MmApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\DOMStorage\Total CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explore\DOMStorage\Total\ = "1449" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Progr
am Files
(x86)\Mic
rosoft\Ed N/A
ge\Applic
ation\ms
edge.exe
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings C:\Windo N/A
ws\explo

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa
re\Microsoft\Windows\Shell\BagMRU\MRUListEx = ffffffff

\REGISTRY\MACHINE\SOFTWARE\Classes\CLSID\{1f3427c8-5c10-4210-aa03-2ee45287d668}\Instan
ce\

N/A

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa
re\Microsoft\Windows\Shell\BagMRU

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\CLSID\{018D5C66-4
533-4307-9B53-224DE2ED1FE6G}\Instance\
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3/3/26, 11:53 a.m.

Description

Set value
(str)

Set value
(int)

Set value
(int)

Key created

Key created

Set value
(data)

Key created

Set value
(str)

Set value
(data)

Sandbox report

Indicator Process Target

rer.exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Settings\Cache\History\CachePrefix = "Visited:" CBS _cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\DOMStorage\www.bing.com\ = "56" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\DOMStorage\www.bing.com\ = "5173" CBS_cw
5n1h2txy
ewy\Sea
rchHost.
exe
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa C:\Windo
re\Microsoft\Windows\CurrentVersion\AppModel\SystemAppData\Microsoft.MicrosoftStickyNotes_8weky ws\explo N/A
b3d8bbwe\PersistedTitleBarData rer.exe
C:\Progr
am Files
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa (x86)\Mic
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\cr.sb.odmf5200eafd3ad904629cbb0f87a78 rosoff\Ed N/A
a3c7211081fe ge\Applic
ation\ms
edge.exe
C:\Windo
ws\explo N/A
rer.exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow
re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A
wy\Internet Explorer\EdpDomStorage\Total CBS_cw
Sn1h2txy
ewy\Sea
rchHost.
exe
C:\Progr
am Files

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa
re\Microsoft\Windows\Shell\BagMRU\NodeSlots

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa

re\Microsoft\Windows\CurrentVersion\AppContainer\Mappings\S-1-15-2-1760019844-2681172078-3872 ﬁ%;t\\"l"z—'g NIA

633735-798519778-3824819574-1684089895-1452983902\Moniker = "cr.sb.odmf5200eafd3ad904629¢ [2300Ed

bb0f87a78a3c7211081fe" ge\Applic
ation\ms
edge.exe

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa C:\Windo N/A
re\Microsoft\Windows\CurrentVersion\TrayNotify\lconStreams = 14000000070000000100010005000000 ws\explo
1400000050003a005c00480066007200650066005c004e0071007a00760061005c004e0063006300510 rer.exe
06e0067006e005c005900620070006e0079005c005a00760070006500620066006200730067005c0042
0061007200510065007600690072005c00420061007200510065007600690072002e0072006b0072000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000

https://tria.ge/260303-v3afzaht5y/behavioral2
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Description

Sandbox report

Indicator

00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000f50100000000000000000000€207010
0420061007200510065007600690072000a004100620067002000660076007400610072007100200076
00610000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000100000000000000000000
00000000000000000000000000000000000000000039603be 12e91dc010000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000010000007b005300330038004f00530034003000
34002d0031005100340033002d0034003200530032002d0039003300300035002d00360037005100520
030004f003200380053005000320033007d005c0072006b006300790062006500720065002e0072006b
00720000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000002000000€a070100000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000ffffffff75ae2078e323294282c1e41cb67d509c00000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
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Process Target
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Description

Sandbox report

Indicator

00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
30000007b005300330038004f0053003400300034002d0031005100340033002d003400320053003200
2d0039003300300035002d00360037005100520030004f003200380053005000320033007d005c00720
06b006300790062006500720065002e0072006b00720000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000002000000€a070100
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000ffffffff8 1ae2078e323294282¢c
1e41cb67d5b9c0000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000020000007b005300330038004f0053003400300034002
d0031005100340033002d0034003200530032002d0039003300300035002d0036003700510052003000
4f003200380053005000320033007d005c0072006b006300790062006500720065002e0072006b00720
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000002000000ea07010000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000ffffffff82ae2078e323294282c1e41cb67d5b9c0000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
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Process Target
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Description

Key created

Key created

Sandbox report

Indicator
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000010000
007b005300330038004f0053003400300034002d0031005100340033002d0034003200530032002d003
9003300300035002d00360037005100520030004f003200380053005000320033007d005c0072006b00
6300790062006500720065002e0072006b0072000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000002000000ea07010000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000ffffffff83ae2078e323294282c1e41c
b67d5b9c000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000

\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\CLSID\{018D5C66-4
533-4307-9B53-224DE2ED1FE6}\Instance\

re\Microsoft\Windows\CurrentVersion\AppContainer\Storage\microsoftwindows.client.cbs_cw5n1h2txye s.Client. N/A

wy\Internet Explorer\DOMStorage\bing.com

Suspicious behavior: AddClipboardFormatListener

Description
N/A

Indicator Process
N/A C:\Windows\explorer.exe

Suspicious behavior: EnumeratesProcesses

Description
N/A

Indicator Process
N/A C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

https://tria.ge/260303-v3afzaht5y/behavioral2

Process Target

C:\Windo

ws\explo N/A

rer.exe
C:\Windo
ws\Syste
mApps
\Microsof
\REGISTRY\USER\S-1-5-21-2122505878-652277452-2375749442-1000_Classes\Local Settings\Softwa tWindow

CBS_cw
5n1h2txy
ewy\Sea
rchHost.

exe

Target
N/A

Target
N/A
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Description Indicator
N/A N/A
N/A N/A
N/A N/A

Sandbox report

Process

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

Suspicious behavior: NtCreateUserProcessBlockNonMicrosoftBinary

Description Indicator
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A

Process

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

Suspicious use of AdjustPrivilegeToken

Description

Token:
Token:
Token:

Token

Token

Token

Token

Token

Token

Token

SeDebugPrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege

: SeShutdownPrivilege
Token:
Token:
Token:
: SeShutdownPrivilege
Token:
Token:
Token:

SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege

SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege

: SeShutdownPrivilege
Token:
Token:
Token:
Token:
Token:
Token:
Token:
Token:
Token:
Token:

SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege

: SeCreatePagefilePrivilege
Token:
Token:
Token:
: SeCreatePagefilePrivilege
Token:
Token:
Token:

SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege

SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege

: SeCreatePagefilePrivilege
Token:
Token:
Token:
Token:
Token:
Token:
Token:
Token:
Token:
Token:

SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege

: SeShutdownPrivilege
Token:
Token:

SeCreatePagefilePrivilege
SeShutdownPrivilege

https://tria.ge/260303-v3afzaht5y/behavioral2

Indicator Process

N/A C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe
N/A C:\Windows\explorer.exe

Target
N/A
N/A
N/A

Target
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Target
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
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Description

Token:
Token:
Token:
Token:
Token:
Token:
Token:

Token

SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege

: SeShutdownPrivilege
Token:
Token:
Token:

SeCreatePagefilePrivilege
SeShutdownPrivilege
SeCreatePagefilePrivilege

Sandbox report

Indicator Process

N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

Suspicious use of FindShellTrayWindow

Description Indicator
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A
N/A N/A

https://tria.ge/260303-v3afzaht5y/behavioral2

Process

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
C:\Windows\system32\sihost.exe

C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:AWindows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:AWindows\explorer.exe
C:AWindows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:AWindows\explorer.exe
C:AWindows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:AWindows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:AWindows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:AWindows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe

Target
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Target
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
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Description
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Indicator
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Process

C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:AWindows\explorer.exe

C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe

Sandbox report

Suspicious use of SendNotifyMessage

Description
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

https://tria.ge/260303-v3afzaht5y/behavioral2

Indicator
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Process

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe
C:\Windows\explorer.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe
C:\Windows\explorer.exe

C:\Windows\explorer.exe

C:\Windows\explorer.exe

Target
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

Target
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
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Sandbox report

Description Indicator Process Target

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

Suspicious use of SetWindowsHookEx

Description Indicator Process Target

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\explorer.exe N/A

N/A N/A C:\Windows\SystemApps\MicrosoftWindows.Client. CBS_cw5n1h2txyewy\SearchHost.exe N/A

N/A N/A C:\Windows\SystemApps\Microsoft.Windows.StartMenuExperienceHost_cw5n1h2txyewy\StartMenuExp N/A
erienceHost.exe

N/A N/A C:\Windows\explorer.exe N/A

Suspicious use of WriteProcessMemory

Description

PID 3080 wrote to
memory of 752

PID 752 wrote to memory
of 4568

PID 752 wrote to memory
of 3136

PID 752 wrote to memory
of 2068

PID 752 wrote to memory
of 2068

PID 752 wrote to memory
of 2068

PID 752 wrote to memory
of 4228

PID 752 wrote to memory
of 4228

PID 752 wrote to memory
of 244

PID 752 wrote to memory
of 244

PID 752 wrote to memory
of 244

PID 752 wrote to memory
of 4900

PID 752 wrote to memory
of 4900

PID 752 wrote to memory
of 4900

PID 752 wrote to memory
of 2728

Indicator Process Target

N/A C:\Users\Admin\AppData\Local\Temp\Wh C:\Program Files (x86)\Microsoft\Edge\Application\mse
atsApp Installer (6).exe dge.exe

N/A C:'\Prloqram Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A CE\Prpgram Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A CE\Prpgram Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A CE\Prpqram Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A CE\Prpgram Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A C:_\Prpqram Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A C:.\Prpgram Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A C:_\Prpgram Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A C:.\Prpgram Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A C:_\Prpqram Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A C:.\Prpgram Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A CE\Prpgram Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A CE\Prpqram Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

N/A CE\Prpgram Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe
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Description

PID 752 wrote to memory
of 4576

PID 752 wrote to memory
of 1568

PID 752 wrote to memory
of 3788
PID 752 wrote to memory
of 2728
PID 752 wrote to memory
of 2728
PID 752 wrote to memory
of 4576

PID 752 wrote to memory
of 4576
PID 752 wrote to memory
of 1568
PID 752 wrote to memory
of 1568
PID 752 wrote to memory
of 3788
PID 752 wrote to memory
of 3788
PID 752 wrote to memory
of 2680
PID 752 wrote to memory
of 2680
PID 752 wrote to memory
of 4252
PID 752 wrote to memory
of 4252

PID 752 wrote to memory
of 428
PID 752 wrote to memory
of 428

PID 752 wrote to memory
of 428

PID 752 wrote to memory
of 4776

PID 752 wrote to memory
of 3372

PID 752 wrote to memory
of 4776

PID 752 wrote to memory
of 3372
PID 752 wrote to memory
of 2384

PID 752 wrote to memory
of 4240

PID 4240 wrote to
memory of 3964

PID 752 wrote to memory
of 4088

PID 752 wrote to memory
of 4088

PID 752 wrote to memory
of 3532

PID 752 wrote to memory
of 3532

PID 752 wrote to memory
of 4976

PID 752 wrote to memory
of 4972

PID 752 wrote to memory
of 4976

PID 752 wrote to memory
of 4972

Indicator Process
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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Sandbox report

Target

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe

C:\Program Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe

C:\Program Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\WMicrosoft\Edge\Application\mse

plication\msedge.exe dge.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

C:\Program Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

C:\Program Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe

C:\Program Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\139.

plication\msedge.exe 0.3405.125\identity_helper.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe

C:\Program Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\139.

plication\msedge.exe 0.3405.125\cookie_exporter.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe

C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
plication\msedge.exe dge.exe
C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse

plication\msedge.exe dge.exe
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Description Indicator Process Target

PID 752 wrote to memory N/A C:\Program Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 4508 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 4508 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 1540 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 4788 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 4880 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 5068 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 5068 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\WMicrosoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 2312 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 2312 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 2488 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 2488 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 4748 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 4748 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 4956 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 1964 plication\msedge.exe dge.exe

PID 752 wrote to memory N/A C:\Program Files (x86)\Microsoft\Edge\Ap C:\Program Files (x86)\Microsoft\Edge\Application\mse
of 1964 plication\msedge.exe dge.exe

Uses Task Scheduler COM API

persistence

Uses Volume Shadow Copy WMI provider

ransomware

Uses Volume Shadow Copy service COM API

ransomware

5. 4. Processes

C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe
"C:\Users\Admin\AppData\Local\Temp\WhatsApp Installer (6).exe"

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --single-argument https://apps.microsoft.com/store/detail/9NKSQGP7F2NH?
ocid=&referrer=psi

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=crashpad-handler "--user-data-
dir=C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data" /prefetch:4 --monitor-self-annotation=ptype=crashpad-handler "--
database=C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Crashpad" --annotation=IsOfficialBuild=1 --annotation=channel= --
annotation=chromium-version=139.0.7258.155 "--annotation=exe=C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --
annotation=plat=Win64 --annotation=prod=Edge --annotation=ver=139.0.3405.125 --initial-client-
data=0x2e0,0x2e4,0x2e8,0x2dc,0x308,0x7ffa2913¢188,0x7ffa2913c194,0x7ffa2913clad

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US
--service-sandbox-type=none --no-pre-read-main-dll --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=1836,1,12573967052375700442,4714812162020296282,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=2172 /prefetch:11
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C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=gpu-process --no-pre-read-main-dll --force-high-res-
timeticks=disabled --gpu-
preferences=SAAAAAAAAADEAAATAAAAAAAAAAAAAGAAAQAAAAAAAAAEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAABAAAAAAAAAACAAAAAAAAAATAAAAAAAAAA== - -
always-read-main-dll --metrics-shmem-handle=1536,1,5244017260197807560,7717615650134679340,262144 --field-trial-
handle=2148,1i,7904765962516903100,15868068998233072447,262144 --variations-seed-version --mojo-platform-channel-handle=2144 /prefetch:2

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=storage.mojom.StorageService --lang=en-US
--service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=2480,1,14047423372957724612,5575127233576330789,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=2616 /prefetch:13

C:\Program Files (x86)\Microsoft\Edge\Application\139.0.3405.125\elevation_service.exe
"C:\Program Files (x86)\Microsoft\Edge\Application\139.0.3405.125\elevation_service.exe"

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=renderer --pdf-upsell-enabled --force-high-res-timeticks=disabled --
video-capture-use-gpu-memory-buffer --lang=en-US --js-flags=--ms-user-locale= --device-scale-factor=1 --num-raster-threads=4 --enable-main-
frame-before-activation --renderer-client-id=6 --always-read-main-dll --metrics-shmem-
handle=3500,1i,17529577636760993815,4609878101320864938,2097152 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144
--variations-seed-version --mojo-platform-channel-handle=3572 /prefetch:1

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=renderer --pdf-upsell-enabled --force-high-res-timeticks=disabled --
video-capture-use-gpu-memory-buffer --lang=en-US --js-flags=--ms-user-locale= --device-scale-factor=1 --num-raster-threads=4 --enable-main-
frame-before-activation --renderer-client-id=5 --always-read-main-dll --metrics-shmem-
handle=3504,1,9967861958152927349,5651998649515985980,2097152 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=3580 /prefetch:1

C:\Program Files (x86)\Microsoft\Edge\Applicationimsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=renderer --pdf-upsell-enabled --force-high-res-timeticks=disabled --
video-capture-use-gpu-memory-buffer --lang=en-US --js-flags=--ms-user-locale= --device-scale-factor=1 --num-raster-threads=4 --enable-main-
frame-before-activation --renderer-client-id=7 --always-read-main-dll --metrics-shmem-

handle=4140,1,14554233213303693690, 12465207651948607446,2097152 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144
--variations-seed-version --mojo-platform-channel-handle=4156 /prefetch:1

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=renderer --extension-process --renderer-sub-type=extension --pdf-
upsell-enabled --force-high-res-timeticks=disabled --video-capture-use-gpu-memory-buffer --lang=en-US --js-flags=--ms-user-locale= --
device-scale-factor=1 --num-raster-threads=4 --enable-main-frame-before-activation --renderer-client-id=8 --always-read-main-dll --metrics-
shmem-handle=4124,1,15722381340749080516,16332278697192484837,2097152 --field-trial-
handle=2148,1,7904765962516903100,15868068998233072447,262144 --variations-seed-version --mojo-platform-channel-handle=4204 /prefetch:9

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=renderer --extension-process --renderer-sub-type=extension --pdf-
upsell-enabled --force-high-res-timeticks=disabled --video-capture-use-gpu-memory-buffer --lang=en-US --js-flags=--ms-user-locale= --
device-scale-factor=1 --num-raster-threads=4 --enable-main-frame-before-activation --renderer-client-id=10 --always-read-main-dll --
metrics-shmem-handle=4192,1i,2205884547437649702,5618225755785116146,2097152 --field-trial-

handle=2148,1i,7904765962516903100, 15868068998233072447,262144 --variations-seed-version --mojo-platform-channel-handle=4224 /prefetch:9

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=renderer --pdf-upsell-enabled --force-high-res-timeticks=disabled --
video-capture-use-gpu-memory-buffer --lang=en-US --js-flags=--ms-user-locale= --device-scale-factor=1 --num-raster-threads=4 --enable-main-
frame-before-activation --renderer-client-id=9 --always-read-main-dll --metrics-shmem-
handle=4160,1,16200841809992124405,6717661925089393684,2097152 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144
--variations-seed-version --mojo-platform-channel-handle=4132 /prefetch:1

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=PooledProcess2 --lang=en-US --service-
sandbox-type=utility --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=4540,1i,7496751256715000758,17178038229154291714,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=4492 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=PooledProcess2 --lang=en-US --service-
sandbox-type=utility --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=3616,1,1597099427350169105,296469557319807572,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=5428 /prefetch:14
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C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=renderer --pdf-upsell-enabled --force-high-res-timeticks=disabled --
disable-gpu-compositing --video-capture-use-gpu-memory-buffer --lang=en-US --js-flags=--ms-user-locale= --device-scale-factor=1 --num-
raster-threads=4 --enable-main-frame-before-activation --renderer-client-id=15 --always-read-main-dll --metrics-shmem-
handle=5536,1,7447862188891505679,14780221396520158775,2097152 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144
--variations-seed-version --mojo-platform-channel-handle=5556 /prefetch:1

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=asset_store.mojom.AssetStoreService --
lang=en-US --service-sandbox-type=asset_store_service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=5692,1,254131882937008768,15217204857717274636,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=5768 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=entity_extraction_service.mojom.Extractor
--lang=en-US --service-sandbox-type=entity_extraction --onnx-enabled-for-ee --force-high-res-timeticks=disabled --always-read-main-d1l1 --
metrics-shmem-handle=5696,1i,12110304684372738244,11825696478884792562,524288 --field-trial-
handle=2148,1,7904765962516903100,15868068998233072447,262144 --variations-seed-version --mojo-platform-channel-handle=5788 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\139.0.3405.125\identity_helper.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\139.0.3405.125\identity_helper.exe" --type=utility --utility-sub-
type=winrt_app_id.mojom.WinrtAppIdService --lang=en-US --service-sandbox-type=none --force-high-res-timeticks=disabled --always-read-main-
d1ll --metrics-shmem-handle=6520,1i,10357666702562224623,5278543944714543303,524288 --field-trial-
handle=2148,1i,7904765962516903100,15868068998233072447,262144 --variations-seed-version --mojo-platform-channel-handle=3820 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\139.0.3405.125\identity_helper.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\139.0.3405.125\identity_helper.exe" --type=utility --utility-sub-
type=winrt_app_id.mojom.WinrtAppIdService --lang=en-US --service-sandbox-type=none --force-high-res-timeticks=disabled --always-read-main-
dll --metrics-shmem-handle=6520,1,10357666702562224623,5278543944714543303,524288 --field-trial-
handle=2148,1,7904765962516903100,15868068998233072447,262144 --variations-seed-version --mojo-platform-channel-handle=3820 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=chrome.mojom.ProfileImport --lang=en-US --
service-sandbox-type=none --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=3864,1,15979672797402796706,3475165007963864902,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=4272 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\139.0.3405.125\cookie_exporter.exe

cookie_exporter.exe --cookie-json=1136

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-uUS --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=5124,1,2856052111916626370,5425987247789258996,524288 --field-trial-handle=2148,1i,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=5044 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=5056,1,4526393783540615998,10905350975836104729,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=5124 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=5104,1,2322237325972651275,1609795073025797763,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=3872 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=6556,1,3131587077165658515,10610936769953809699,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=4272 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=PooledProcess2 --lang=en-US --service-
sandbox-type=utility --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=6804,1,4124817489847135089,10019866661389730213,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=5068 /prefetch:14

https://tria.ge/260303-v3afzaht5y/behavioral2 48/68



3/3/26, 11:53 a.m. Sandbox report

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=chrome.mojom.UtilWin --lang=en-US --
service-sandbox-type=none --message-loop-type-ui --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=3844,1,4920165839654374074,5908357317888284636,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=4332 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=chrome.mojom.Utilwin --lang=en-US --
service-sandbox-type=none --message-loop-type-ui --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=3836,1,10293534164122278625,9570683311893990463,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=4084 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=chrome.mojom.UtilWin --lang=en-US --
service-sandbox-type=none --message-loop-type-ui --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=3832,1,17203509090241141270,5071782973275300051,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=4496 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Applicationimsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-
type=edge_search_indexer.mojom.SearchIndexerInterfaceBroker --lang=en-US --service-sandbox-type=search_indexer --message-loop-type-ui --
force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-handle=5840,i,8054002799403472891,15541357790458089631,524288 --
field-trial-handle=2148,1i,7904765962516903100,15868068998233072447,262144 --variations-seed-version --mojo-platform-channel-handle=5916
/prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=5412,i,8941838033006634203,9251501865187550028,524288 --field-trial-handle=2148,1i,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=5468 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=1908,1,3228098085744026991,948018832581304285,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=4208 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=836,1,8852072178002096820,15481081157907559080,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=5700 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=gpu-process --disable-gpu-sandbox --use-gl=disabled --gpu-vendor-
id=5140 --gpu-device-id=140 --gpu-sub-system-id=@ --gpu-revision=0 --gpu-driver-version=10.0.22000.1 --force-high-res-timeticks=disabled --
gpu-preferences=SAAAAAAAAADOAAATAAAAAAAAAAAAAGAAAQAAAAAAAACEAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAQAAAAAAAAABAAAAAAAAAACAAAAAAAAAATAAAAAAAAAA== - -
always-read-main-dll --metrics-shmem-handle=4576,1,17023052798754554327,4596620425639590696,262144 --field-trial-
handle=2148,1,7904765962516903100,15868068998233072447,262144 --variations-seed-version --mojo-platform-channel-handle=836 /prefetch:10

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=6204,1i,2064640120541923667,4824768315878007596,524288 --field-trial-handle=2148,1i,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=4492 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=6588,1,735064803440493343,15831539379887494338,524288 --field-trial-handle=2148,1i,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=6048 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=on_device_model.mojom.OnDeviceModelService
--lang=en-US --service-sandbox-type=on_device_model_execution --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=4060,1,3078174015715571275,12568185244815222504,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=5276 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=asset_store.mojom.AssetStoreService --
lang=en-US --service-sandbox-type=asset_store_service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=6568,1,2606407061745557799,2967838625652968991,524288 --field-trial-handle=2148,1i,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=5084 /prefetch:14
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C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=on_device_model.mojom.OnDeviceModelService
--lang=en-US --service-sandbox-type=on_device_model_execution --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=3440,1,4956795967843743928,5853972878986737061,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=4604 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=6976,1,5798540459438444056,12117359867124995675,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=5444 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=6204,1i,16053736510308974163,12173698689174669708,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144
--variations-seed-version --mojo-platform-channel-handle=6796 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=3216,1,3033507544603849225,11691941013528722755,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=5812 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=asset_store.mojom.AssetStoreService --
lang=en-US --service-sandbox-type=asset_store_service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=7052,1,15634875338573715020,1931351723996994376,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=4592 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-
type=edge_xpay_wallet.mojom.EdgeXPayWalletService --lang=en-US --service-sandbox-type=utility --force-high-res-timeticks=disabled --always-
read-main-dll --metrics-shmem-handle=3516,i,7675147976178060256,8958987946081364270,524288 --field-trial-
handle=2148,1,7904765962516903100,15868068998233072447,262144 --variations-seed-version --mojo-platform-channel-handle=7092 /prefetch:14

C:\Windows\system32\sihost.exe
sihost.exe

C:\Windows\explorer.exe
explorer.exe

C:\Windows\explorer.exe
explorer.exe /LOADSAVEDWINDOWS

C:\Windows\explorer.exe
explorer.exe

C:\Windows\System32\rundli32.exe
C:\Windows\System32\rund1132.exe shell32.dll,SHCreatelocalServerRunDll {9BA@5972-F6A8-11CF-A442-00A0C90A8F39} -Embedding

C:\Windows\SystemApps\MicrosoftWindows.Client.CBS_cw5n1h2txyewy\SearchHost.exe

"C:\Windows\SystemApps\MicrosoftWindows.Client.CBS_cw5nlh2txyewy\SearchHost.exe" -
ServerName:CortanaUI.AppXstmwaabl7q5s3y22tp6apqz7a45vwv65.mca

C:\Windows\SystemApps\Microsoft.Windows.StartMenuExperienceHost_cw5n1h2txyewy\StartMenuExperienceHost.exe

"C:\Windows\SystemApps\Microsoft.Windows.StartMenuExperienceHost_cwSnlh2txyewy\StartMenuExperienceHost.exe" -
ServerName:App.AppXywbrabmsek@gm3tkwpr5kwzbs55tkqay.mca

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=3436,1,702359790733077199,14952744703485303721,524288 --field-trial-handle=2148,1i,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=5752 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=2588,1,702739783572700850,11292028287445750006,524288 --field-trial-handle=2148,1i,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=5332 /prefetch:14
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C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=4968,1,4637591659113545786,3543568532613773552,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144 --
variations-seed-version --mojo-platform-channel-handle=6696 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=6156,1,16106134954496562852,3463763453120293229,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=7040 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=5428,1,10637925836797684001,11457393483420800452,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144
--variations-seed-version --mojo-platform-channel-handle=4564 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=asset_store.mojom.AssetStoreService --
lang=en-US --service-sandbox-type=asset_store_service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=4688,1,5231228843155741863,12767675072600876845,524288 --field-trial-handle=2148,1i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=7064 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=4484,1,11775023361714397105,1119766590019310493,524288 --field-trial-handle=2148,1,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=7068 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=4528,1,11158910319574123318,4871030923434045182,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=7044 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\imsedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=4528,1,4866932430476708822,16182030965428343410,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=6848 /prefetch:14

C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe

"C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --type=utility --utility-sub-type=unzip.mojom.Unzipper --lang=en-US --
service-sandbox-type=service --force-high-res-timeticks=disabled --always-read-main-dll --metrics-shmem-
handle=4656,1,4507375112275364585,10302890424506153665,524288 --field-trial-handle=2148,i,7904765962516903100,15868068998233072447,262144 -
-variations-seed-version --mojo-platform-channel-handle=7044 /prefetch:14

5. 5. Network

Country  Destination Domain Proto
us 8.8.8.8:53 storeedge.microsoft.com udp
GB 104.83.3.113:443 storeedge.microsoft.com tcp
GB 2.19.14.44:443 store-images.microsoft.com tcp
us 8.8.8.8:53 edge.microsoft.com udp
us 8.8.8.8:53 edge.microsoft.com udp
us 8.8.8.8:53 apps.microsoft.com udp
us 8.8.8.8:53 apps.microsoft.com udp
us 8.8.8.8:53 edge.microsoft.com udp
us 8.8.8.8:53 edge.microsoft.com udp
us 8.8.8.8:53 clients2.google.com udp
us 8.8.8.8:53 clients2.google.com udp
GB 142.250.129.113:443 clients2.google.com tcp
us 150.171.27.11:443 edge.microsoft.com tep
us 150.171.109.209:443 apps.microsoft.com tcp
us 150.171.28.11:80 edge.microsoft.com tcp
us 8.8.8.8:53 copilot.microsoft.com udp
us 8.8.8.8:53 copilot.microsoft.com udp
us 150.171.109.209:443 apps.microsoft.com tcp
GB 142.250.129.113:443 clients2.google.com tcp
us 150.171.27.11:443 edge.microsoft.com tcp
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us 104.18.22.222:443
us 104.18.22.222:443
us 150.171.109.209:443
us 8.8.8.8:53

us 8.8.8.8:53

GB 142.250.117.132:443

us 8.8.8.8:53
us 8.8.8.8:53
GB 2.20.12.82:443

us 8.8.8.8:53
us 8.8.8.8:53
us 8.8.8.8:53
us 8.8.8.8:53
us 8.8.8.8:53

us 8.8.8.8:53
us 8.8.8.8:53
us 8.8.8.8:53
GB 2.19.12.9:443

us 8.8.8.8:53
us 8.8.8.8:53
GB 2.19.12.9:443

us 150.171.109.210:443
GB 2.19.14.44:443
us 8.8.8.8:53

us 8.8.8.8:53
us 8.8.8.8:53

us 8.8.8.8:53

CH 20.250.198.32:443
us 150.171.109.213:443
us 150.171.109.213:443
us 150.171.109.213:443
us 150.171.109.213:443
CH 20.250.198.32:443
us 150.171.109.209:443
us 8.8.8.8:53

us 8.8.8.8:53

NL 20.190.160.22:443

us 8.8.8.8:53
us 8.8.8.8:53
NL 40.126.32.138:443

GB 92.123.128.144:443
us 150.171.27.11:443
us 150.171.27.11:443
us 8.8.8.8:53

us 8.8.8.8:53

us 150.171.109.209:443

us 150.171.109.214:443
us 8.8.8.8:53
us 8.8.8.8:53
us 8.8.8.8:53

us 8.8.8.8:53
us 52.168.112.67:443
us 172.171.87.38:443

us 150.171.109.209:443
GB 92.123.128.144:443
us 52.168.112.67:443
us 8.8.8.8:53

us 8.8.8.8:53

us 52.240.245.67:443
us 8.8.8.8:53

us 8.8.8.8:53

us 150.171.109.215:443

us 8.8.8.8:53
us 8.8.8.8:53
us 150.171.28.11:443

N/A 224.0.0.251:5353
us 150.171.28.11:443
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copilot.microsoft.com
copilot.microsoft.com
apps.microsoft.com
clients2.googleusercontent.com
clients2.googleusercontent.com
clients2.googleusercontent.com

msedgeextensions.sf.tlu.dl.delivery.mp.microsoft.com
msedgeextensions.sf.tlu.dl.delivery.mp.microsoft.com
msedgeextensions.sf.tlu.dl.delivery.mp.microsoft.com

images-eds-ssl.xboxlive.com
images-eds-ssl.xboxlive.com
sparkcdneus2.azureedge.net
sparkcdneus2.azureedge.net
musicart.xboxlive.com
musicart.xboxlive.com
wcepstatic.microsoft.com
wcpstatic.microsoft.com
musicart.xboxlive.com
store-images.microsoft.com
store-images.microsoft.com
musicart.xboxlive.com
wcpstatic.microsoft.com
store-images.microsoft.com
www.clarity.ms

www.clarity.ms
js.monitor.azure.com
js.monitor.azure.com
www.clarity.ms
js.monitor.azure.com
js.monitor.azure.com
js.monitor.azure.com
js.monitor.azure.com
www.clarity.ms

apps.microsoft.com
login.microsoftonline.com
login.microsoftonline.com
login.microsoftonline.com
login.microsoftonline.com
login.microsoftonline.com
login.microsoftonline.com
www.bing.com

edge.microsoft.com
edge.microsoft.com
scripts.clarity.ms

scripts.clarity.ms
apps.microsoft.com
scripts.clarity.ms
browser.events.data.microsoft.com
browser.events.data.microsoft.com
y.clarity.ms

y.clarity.ms
browser.events.data.microsoft.com
y.clarity.ms

apps.microsoft.com

www.bing.com
browser.events.data.microsoft.com
northcentralus-0.in.applicationinsights.azure.com
northcentralus-0.in.applicationinsights.azure.com
northcentralus-0.in.applicationinsights.azure.com
edgeassetservice.azureedge.net
edgeassetservice.azureedge.net
edgeassetservice.azureedge.net
edge.microsoft.com
edge.microsoft.com
edge.microsoft.com

edge.microsoft.com

udp
tcp
tcp
udp
udp
tcp
udp
udp
tcp
udp
udp
udp
udp
udp
udp
udp
udp
tcp
udp
udp
tep
tcp
tcp
udp
udp
udp
udp
tcp
tcp
tcp
tcp
tep
tcp
tcp
udp
udp
tep
udp
udp
tep
tcp
tcp
tcp
udp
udp
tcp
tcp
udp
udp
udp
udp
tcp
tcp
tcp
udp
tcp
udp
udp
tcp
udp
udp
tcp
udp
udp
tep
udp
tcp
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8.8.8.8:53
8.8.8.8:53
150.171.109.216:443
172.171.87.38:443
172.171.87.38:443
172.171.87.38:443
199.232.210.172:80
142.251.30.94:80
172.171.87.38:443
8.8.8.8:53
8.8.8.8:53
150.171.109.211:443
8.8.8.8:53
8.8.8.8:53
8.8.8.8:53
8.8.8.8:53
150.171.109.215:443
150.171.109.210:443
90.244.159.107:80
92.123.128.182:443
8.8.8.8:53
8.8.8.8:53
172.171.87.38:443
8.8.8.8:53
8.8.8.8:53
172.171.87.38:443
172.171.87.38:443
172.171.87.38:443
172.171.87.38:443
8.8.8.8:53
8.8.8.8:53
8.8.8.8:53
8.8.8.8:53
172.171.87.38:443
172.171.87.38:443
172.171.87.38:443
8.8.8.8:53
8.8.8.8:53
150.171.28.11:443
8.8.8.8:53
8.8.8.8:53
150.171.109.216:443
172.171.87.38:443
90.244.159.107:80
8.8.8.8:53
8.8.8.8:53
8.8.8.8:53
8.8.8.8:53
172.171.87.38:443
172.171.87.38:443
172.171.87.38:443
8.8.8.8:53
8.8.8.8:53
8.8.8.8:53
8.8.8.8:53
172.171.87.38:443
92.123.128.148:443
92.123.128.148:443
8.8.8.8:53
8.8.8.8:53
172.171.87.38:443
8.8.8.8:53
8.8.8.8:53
150.171.109.212:443
92.123.128.172:443
172.171.87.38:443
8.8.8.8:53
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edge-consumer-static.azureedge.net
edge-consumer-static.azureedge.net
edge-consumer-static.azureedge.net

y.clarity.ms
y.clarity.ms
y.clarity.ms

msedge.b.tlu.dl.delivery.mp.microsoft.com

c.pki.goog
y.clarity.ms

static.edge.microsoftapp.net
static.edge.microsoftapp.net
static.edge.microsoftapp.net

edge-mobile-static.azureedge.net
edge-mobile-static.azureedge.net
edge-cloud-resource-static.azureedge.net
edge-cloud-resource-static.azureedge.net
edge-cloud-resource-static.azureedge.net
edge-mobile-static.azureedge.net
msedge.b.tlu.dl.delivery.mp.microsoft.com

www.bing.com
y.clarity.ms
y.clarity.ms
y.clarity.ms
edge.microsoft.com
edge.microsoft.com
y.clarity.ms
y.clarity.ms
y.clarity.ms
y.clarity.ms
edge.microsoft.com
edge.microsoft.com
y.clarity.ms
y.clarity.ms
y.clarity.ms
y.clarity.ms
y.clarity.ms
edge.microsoft.com
edge.microsoft.com
edge.microsoft.com

edgeassetservice.azureedge.net
edgeassetservice.azureedge.net
edgeassetservice.azureedge.net

y.clarity.ms

msedge.b.tlu.dl.delivery.mp.microsoft.com

edge.microsoft.com
edge.microsoft.com
y.clarity.ms
y.clarity.ms
y.clarity.ms
y.clarity.ms
y.clarity.ms
edge.microsoft.com
edge.microsoft.com
y.clarity.ms
y.clarity.ms
y.clarity.ms
www.bing.com
www.bing.com
edge.microsoft.com
edge.microsoft.com
y.clarity.ms

xpaywalletcdn-prod.azureedge.net
xpaywalletcdn-prod.azureedge.net
xpaywalletcdn-prod.azureedge.net

www.bing.com
y.clarity.ms
edge.microsoft.com

udp
udp
tcp
tep
tcp
tcp
tcp
tcp
tcp
udp
udp
tep
udp
udp
udp
udp
tep
tcp
tcp
udp
udp
udp
tcp
udp
udp
tcp
tcp
tcp
tcp
udp
udp
udp
udp
tcp
tcp
tcp
udp
udp
tcp
udp
udp
tcp
tcp
tcp
udp
udp
udp
udp
tep
tcp
tcp
udp
udp
udp
udp
tcp
udp
tcp
udp
udp
tcp
udp
udp
tcp
tep
tcp
udp
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US 888853
US  150.171.27.11:443
US  8.88.8:53
US 888853
us 172.171.87.38:443
US  8.88.8:53
US 888853
US  172.171.87.38:443
us 8.8.8.8:53
US  8.88.8:53
US  8.88.8:53
US 888853
us 172.171.87.38:443
GB  90.244.159.107:80
US  8.88.8:53
US 888853
US 888853
US  8.88.8:53
US  172.171.87.38:443
US  172.171.87.38:443
GB  90.244.159.107:80
US  8.88.8:53
US  8.88.8:53
us 150.171.28.11:443
US 888853
US 888853
US  150.171.109.216:443
US 888853
us 8.8.8.8:53
GB  90.244.159.107:80
US  8.88.8:53
US  8.88.8:53
GB  2.20.12.101:80
US  8.88.8:53
US  8.88.8:53
GB  2.20.12.101:80
US  8.88.8:53
US 888853
US  150.171.28.11:443

5. 6. Files

Sandbox report

edge.microsoft.com

edge.microsoft.com

y.clarity.ms

y.clarity.ms

y.clarity.ms

y.clarity.ms

y.clarity.ms

y.clarity.ms

edge.microsoft.com

edge.microsoft.com

y.clarity.ms

y.clarity.ms

y.clarity.ms
msedge.b.tlu.dl.delivery.mp.microsoft.com
edge.microsoft.com

edge.microsoft.com

y.clarity.ms

y.clarity.ms

y.clarity.ms

y.clarity.ms
msedge.b.tlu.dl.delivery.mp.microsoft.com
edge.microsoft.com

edge.microsoft.com

edge.microsoft.com
edgeassetservice.azureedge.net
edgeassetservice.azureedge.net
edgeassetservice.azureedge.net
edge.microsoft.com

edge.microsoft.com
msedge.b.tlu.dl.delivery.mp.microsoft.com
edge.microsoft.com

edge.microsoft.com
msedge.b.tlu.dl.delivery.mp.microsoft.com
edge.microsoft.com

edge.microsoft.com
msedge.b.tlu.dl.delivery.mp.microsoft.com
edge.microsoft.com

edge.microsoft.com

edge.microsoft.com

memory/3080-0-0x000001E527B90000-0x000001E527CA2000-memory.dmp

memory/3080-1-0x000001E542450000-0x000001E542460000-memory.dmp

memory/3080-2-0x000001E529AD0000-0x000001E529ADA000-memory.dmp

memory/3080-3-0x000001E542450000-0x000001E542460000-memory.dmp

memory/3080-4-0x000001E542C80000-0x000001E542D3A000-memory.dmp

C:\Users\Admin\AppData\Local\Temp\Tmp291E.tmp

MD5
SHAL

SHA256
SHA512

alef31faldef2608ff150125f3687920
ec4llcc7005aaa8e3775cf105fcd4e1239F8ed4b
28c871238311d40287c51dc09aee6510cac5306329981777071600b1112286¢6
cf915fb34cd5ecfbd6b25171d6e0d3d09at2597edf29F9f24fa474685d4c5ec9bc742ade9f29abaca57dd645ee955b1914a635c90af77c519d2ada895e7ecf12

memory/3080-15-0x000001E542BE0000-0x000001E542BF2000-memory.dmp

memory/3080-16-0x000001E542C40000-0x000001E542C7C000-memory.dmp

https://tria.ge/260303-v3afzaht5y/behavioral2

udp
tcp
udp
udp
tcp
udp
udp
tcp
udp
udp
udp
udp
tcp
tcp
udp
udp
udp
udp
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udp
udp
tcp
udp
udp
tcp
udp
udp
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udp
udp
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udp
udp
tcp
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udp
tcp
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memory/3080-17-0x000001E542450000-0x000001E542460000-memory.dmp
memory/3080-18-0x000001E542D40000-0x000001E542D66000-memory.dmp
memory/3080-19-0x000001E542450000-0x000001E542460000-memory.dmp
memory/3080-21-0x000001E5430A0000-0x000001E5430AE000-memory.dmp
memory/3080-20-0x000001E545440000-0x000001E545478000-memory.dmp
memory/3080-22-0x000001E543280000-0x000001E543288000-memory.dmp
memory/3080-23-0x000001E545D20000-0x000001E545EA8000-memory.dmp
memory/3080-29-0x000001E545BA0000-0x000001E545BA8000-memory.dmp
memory/3080-30-0x000001E542450000-0x000001E542460000-memory.dmp

C:\Users\Admin\AppData\Local\Temp\Microsoft.Services.Store.winmd

MD5 422e69886cd900c373d69194dc4241a0

SHAL 50cc74acbfedead8f1225181682253002bced6da

SHA256 44f3a05334de6cadb43ebd17f6c711935630e0261049128828566e364b7f41aa

SHA512 02289cb11b4090028c5a2fecc69belddb8eddb57125¢c3c7d898b9937b46da53dcfd3cd7¢c601c8f7e124f5587ff0a3f4450fa7davadd5ababaff3903ab23182c8

memory/3080-35-0x000001E542450000-0x000001E542460000-memory.dmp
memory/3080-36-0x000001E542450000-0x000001E542460000-memory.dmp
memory/3080-37-0x000001E542450000-0x000001E542460000-memory.dmp
memory/3080-38-0x000001E542450000-0x000001E542460000-memory.dmp
memory/3080-39-0x000001E542450000-0x000001E542460000-memory.dmp
memory/3080-41-0x000001E5280D0000-0x000001E5280DC000-memory.dmp
memory/3080-40-0x000001E5280C0000-0x000001E5280C8000-memory.dmp
memory/3080-42-0x000001E529B10000-0x000001E529B22000-memory.dmp
memory/3080-43-0x000001E542450000-0x000001E542460000-memory.dmp
memory/3080-48-0x000001E5280D0000-0x000001E5280DC000-memory.dmp

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Crashpad\settings.dat

MD5 9093390d9e798f9a4ccc25251c10feas

SHAL 96837bd82509feblca69a5346616295014810394

SHA256  7173f2853e3b591f142ed@47bb6a2ea62d5d817f9016Fdd31lefbebd88f820e91

SHA512  4db@1b@d83eba59662ef7147a96bbo034c92f2c5d5ac83ceeael2ddc800fe8dbce64d41320c2a3031796e981edc605460e3alda207a6a9d39812740085a86ef

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Local State

MD5 b092b7a9152517edb283ca081d81023d

SHAL 68963cfa68e2c6433f3027450752fee@13bd2ad%e

SHA256 6a506d9bdc741d6d97107d4f62d36d4dc494b721ed22eeadbb39e7a08acadfdc

SHA512 f4a9f6177d1f98b88823b54dc72dfcb7103523bf7d8a41ed69937b84b7924954c58cd087169789¢c10bb59143d4af5cc6ddO517212964b4af0432d98b523bl1ef2b
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\??\pipe\crashpad_752_JEFDMVEQNTTTKIBR

MD5 d41d8cd98100b204e9800998ecf8427e

SHA1 da39a3ee5e6b4b0d3255bfef95601890afd80709

SHA256 e3b0c44298fclcl49atbf4c89961b92427ae41e4649b934ca495991b7852b855

SHA512 cf83e1357eefb8bdf1542850d66d8007d620e4050b5715dc83f4a921d36ce9ced47d0d13c5d85F2b0f18318d2877eec2f63b931bd47417a81a538327af927da3e

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Crashpad\settings.dat

MD5 35b@754e7f5bObef0f59€6474c3c9e30

SHA1 a5dbcd61883043544b184e46e47beb3bf5d259a8

SHA256 eacd218daf22fcefbc23ae70ce919d8ac95b89c3f7d0381647296c47a218fc46

SHA512  ©al14f@ed3bf385bd104004e3adb821fc5b135483b30669a01446d235f67bf00d734e76a56ac18adc3d6765163a992c78b2c6833f0e764506a9c06fF2ad8fc90e

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Local State

MD5 74521e64e1a9f06f574ed19046d9186¢

SHAL 784157a02cccddbf69d4a9494ad97b45a601aac3

SHA256  bee314ab3c2bablf5b3c6429c9cfd20e04238bbele@sf769b@c2b710bdba22a8

SHAS512  a320d33bd6872887b8d96b57eb7bc63935da@93930add59a39ed986aeflef47e977b0cd75d856632eac89290a4e8bade24a0355b92972b0466285648964F0ed

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Edge Profile.ico

MD5 efe54a870e0f5ff28d7e00036b861065

SHA1 10663a71c9815382ca5a1689dfcebe737c557b1d

SHA256 31a226211c491e1b0832d4cd3cf34d97165e24a7cedec655259cd188f3a2bd88

SHA512 4d7ed9d3e22a58f0e169c9200e351d3a938c82ab7920567f67bf29d33b28192329ea05657d1077aebaf2c2b5151eb50c84e5ab59073311824389566d93381c01

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Network\SCT Auditing Pending Reports

MD5 d751713988987€9331980363e24189ce

SHA1 97d170e1550eeedafcPafoO65b78cda302a97674c

SHA256 4f53cdal8c2baalc@354bb5f9a3ecbe5ed12ab4d8e11ba873c211161202b945

SHAS512 b25b294cb4deb69eadPadc3cf3113904801b6015e5956bd019a8570blfeld6040e944ef3cdeel6d0ad6503cabe659a25f21cf9ceddc131352a3¢c98138c15d6af

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\a0a74304db73132d4bc12ef9404aa74f9fdeda56\index.txt

MD5 8536423d057127ef2f686F911a62edba

SHAL 8e2da87d7236a68a0abc64f1dbo797bbf9a61622

SHA256  cbe665f85F98ee38ff2dbb7deSbcaae64164f57df8ff64892eb637edbo8ce39d

SHA512  b6c81dd72d69517¢07273d180d70bb1d2ba78463f835Fb6eea3e36712f99049ba5dd631dedobal9e57ba1e4687d0al7cOla7a3e72dc111e74668F6F526b71777

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\a0a74304db73132d4bc12ef9404aa74f9fdeda56\index.txt~RFe586¢c61.TMP

MD5 7bab79aedea2bb407c658cb23ac6ale7

SHAL 480a4afd2c@a303fba92b325a6e40df8dd4d913

SHA256 5febc6ba6226dcc5d9a42dc8adcfOcb13c09544370025€950939e21a722b82a5

SHA512 fc148b7b9526ccde7698a52a5ab038ecdd73df791c69c5140db701ab2b46c6e23fc7d4b99+326872877519fe9fb78db33alb5eb568197b2721e32cdal10478a81

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\HubApps

MD5 25dca813dd764f2197142ef84bc5ce66

SHA1 8d6aefb@leedf6d1fbocfd89326cfe35af53a53d

SHA256 eb2fd7422436fff93f6be@9df3294b26cdb7afd18e6aad4dcdcof208db78b2ed

SHA512 a9c8cd547c874b7b69cbb3a0c8214143837911e522db768dcd@75d23d@5acfd7122cf2bcad281ea745025e4fb67cc9061b79f9dc1288aclall3bded961841d43

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Sync Extension
Settings\dcaajljecejllikfgbhjdgeognacjkkp\MANIFEST-000001

MD5 5af87dfd673ba2115e2fcf5cfdb727ab

SHAL d5b5bbf396dc291274584ef71f444420b605611

SHA256  f9d31b278e215eb@dee9dcd709edfa037e828F36214ab7906612160Fead4b2bs

SHA512  de34583a7dbafe4ddodcO601e8f6906b9bc6a0OC56c9323561204F77abbcodc9007c480f Fed092ff2f194d54616caf50aecbddale9ss83caedc76ad6dd7c2375b

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Sync Extension
Settings\dcaajljecejllikfgbhjdgeognacjkkp\CURRENT

MD5 46295cac801e5d4857d09837238a6394

SHAL 44e0falb517dbf802b18faf@785eeeabac51594b

SHA256  @flbad70c7bd1e@a69562853ec529355462fcd0423263a3d39d6d0d70b780443

SHAS12  8969482593f927350e2cebdbSbc2a277F3754697c1961e3d6237da322257fbabd2909e1a742e22223447F3a4805F8d8ef525432a7¢3515a549e984d3eff72b23
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C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Sync Data\Logs\sync_diagnostic.log

MD5 @eb41b8e6e5c83bf153f 6568208640

SHA1 904baf9409al13ac15501d0286cdbfe91f7edab3f

SHA256 011c5217d4e3922895665b0d7fc1362134bc4983e7d27e65475a6a6bb5¢c53f18

SHA512 5201812979630d1bc8278e8c6071deb565d1443003808297048322c9bb13d7f5918579aacflaea54d7dda510e27106078b3a7e01c48c3c08df7ae6791a9d7fbd

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\DualEngine\SiteList-Enterprise.json

MD5 99914b932bd37a50b983c5e7c90ae93b

SHA1 bf21a9e8fbc5a38461bo5b4afav859e0917b2202f

SHA256 44136fa355b3678al1146ad16f7e8649e94fbafc21fe77e8310c060f61caatf8a

SHA512  27c74670adb75075fad@58d5ceaf7b20c4e7786c83bae8a32f62619782af34c9a33c2046ef60fd2a7878d378e29fec851806bbd9a6787813a9f1cdas830763fd

C:\Users\Admin\AppData\Local\Temp\scoped_dir752_746393983\c496939a-e710-41a4-9b44-d8d598ce6281.tmp

MD5 98144a4b67ce21832c45a0d20d3163fc

SHAL d5d7d718eb78e4332899326F111796da8604a2d3

SHA256  31e3cb755cf2d66510c7F94c42df615dc13575ad2e8Fd5a63887cal45424d34e

SHAS12  3e25330d1ce5810426da57aff275d2ecddeob6cOcbedf7534cF8bF17c39F595dccala7b204b6F74396b23160757Cc030753c4c227bOdbea54f489b9016459ae8

C:\Users\Admin\AppData\Local\Temp\61c5fce2-1223-4dfe-b4c0-8044bc98850a.tmp

MD5 5058f1af8388633f609cadb75a75dc9d

SHA1 3a52ce780950d4d969792a2559c¢d519d7ee8c727

SHA256 cdb4ee2aeab9cc6a83331bbe96dc2caa®a299d21329efb0336fc02a82e1839a8

SHA512 0b61241d7c17bcbblbaee7094d14b7c451efecc7ffcbd92598a0f13d313cc9ebc2aB7e61f007baf58fbf94ff9a8695bdd5cae7ced3bbfle94e93613a00f25F21

C:\Users\Admin\AppData\Local\Temp\88fb35ch-56d2-49dd-812a-996eed616a3a.tmp

MD5 78e47ddal7341bed7be45dccfd89ac87

SHA1 lafde30e46997452d11eda2adbbf35cce7ald04f

SHA256 67d161098be68cd24febcOc7b48¥515f199dda72f20ae3bbb97fcf2542bbo550

SHA512 9574a66d3756540479dc955c4057144283e09caellcellebce801053bb48e536e67dc823b91895a9e3ee8d3cb27c065d5e9030c39a26cbf3f201348385b418a5

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\BookmarkMergedSurfaceOrdering

MD5 377d072e1370222232370760763420bb

SHAL 534e5f914ae99bf0a342a2f7a7e0724bdod11ef7

SHA256  4489f9e3e454748b3521eb214e0a5694d562c fF3d9ff511cba56953c8F534c00

SHAS12  dle37e45e8d603c46c9254d7295744104222b09340246C5e5F50d661d4688ccc2068adfledcd78599bcdcf475F8aBa6255dcd3e429812aal4cc2e2022309955¢

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Crashpad\settings.dat

MD5 9441eb918c6d8a3adf2fcea5c9885831

SHAL 1a6a33c8c02faddd43450117551d460848b4290b

SHA256  386b98dfeed9fde4554c22875F1a73fe0e1481d3005alc5a9f3a10f991af62b8

SHA512  3f74edbeSeca2dd845d131b@97f1d6c804b6051c1f4881edlcfbc3blf69830b0Ad8466F65b39e5cded6f6fb5aa63el0f61c3fabbefbaa8a7730769ee8c0e560C

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Ad Blocking\blocklist

MD5 433cd7e7c552800420dbba043183078

SHAL 07950a895d62a0a61a71b4042d3d366a9c832a7F

SHA256  5b@aldcb499af22bageleaab3a5103eaabf5ac93f980c39104034a374163190F

SHAS12  640f89c3bd91defbd71d7054d728094ab51c72bldfdc93c8adcb110a2541a8da3f1c7811cc9d78aascfe@l0d1de2002af132860eadc f3d77a2a6fbbclaf561b9

C:\Users\Admin\AppData\Local\Temp\scoped_dir752_512392696\CRX_INSTALL\content_new.js

MD5 3dele7d989c232fc1b58f4e32del5d64

SHAL 42b152ea7e7f31a9649141344543b8bF14b5f558

SHA256 d4aa4602a1590a4b8albce8b8d670264c9fb532adc97a72bc10c43343650385a

SHAS12  177e5bdf3al149b8229b6297baf7b122602f7bd753f96aaslccf2d15b2bcf6af368a39bb20336cccel21645ec@97F6bedbo4666c74acb6174eb728Fbfca3bc2a

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Secure Preferences

MD5 611f29071130cd6613468b2fdoce9541

SHAL 54cd372e4f5f08fcc5d1494bd977681a9df22182

SHA256 elae75affc467e67b26566d640c363f3ed4ac267e91a95c90de26aee07c2fd547

SHAS12  93ef28fe250c007a4425168f6al4ffa84c957791119d4b5d608bO8C6e6488191b7d4dcc3e4008624395806F406c1Fbe75ef334640aad99eb930386068Fb14d3f

https://tria.ge/260303-v3afzaht5y/behavioral2

57/68



3/3/26, 11:53 a.m. Sandbox report

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Preferences

MD5 d7d9b381dde68a8565ea39d2feobdo24

SHAL 8e28e0le299e4b844e9295a5afac563de17330d7

SHA256  e57ce622134e7d098b570f7b1d150b7bedaecf1223706697da3f096072c5d452

SHA512 92c54126487c02395a64394373b89e€a24646601e9b7ca512564b9c905b9cddae679803194a038aeff22788b2e3f99cf85ec1736c294d249a4808b7d428cab741

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Local State

MD5 a43d88425201e6dfb70e96d89abo80CS

SHAL 229a2822e34050a0048ec2c48315779cc580d71

SHA256  c3afbd745d46balal21501b84ed6043bf85Ff1f13ef32d9ad9cc74dad97f6c47

SHA512  4ebc2bab393a302a63994efabafde3f4d26088a8el15a3fc9eb8a020d971a0aa54bocaff2f7810b7da5464dad153598190582343aeb203f0371c045c8efc69ec7

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\extensions_crx_cache\0Ob5bee83-e55f-4b61-aac4-187a26a3ab79.tmp

MD5 2aa9e263ee3796d9ce358460a2451b4c

SHAL 7a55d937c0cd1f7543a12be730e4a78d0al4a545

SHA256  2771d13c637c267132afff9db67537bef95708534b79ae8d954254c4e64e4e0f

SHAS12  4909e73ffd1a777a9f102a8831f6ae5a9091084a2755707363251F39164bb65e22c318972ea59e7155976C6a626691dFfa94539%ee752F58e31aal6f4de5cdbecf

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Network\Network Persistent State

MD5 285252a2f6327d41eab203dc2f402c67

SHA1 acedb7ba5fbc3ce914a8bf386a6f72ca7baa33cé

SHA256  5dfc321417fc31359f23320ea68014ebfd793c5bbed55f77daba180bbd4a2026

SHA512 11ce7cb484fee66894e63c31dbod6b7ef66ad0327d4e7e2eb85F3bcc2e836a3a522c68d681e84542e471e541765e091efeleed4065641b0299b15613eb32dccod

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service Worker\ScriptCache\index-dir\the-real-index

MD5 b52a590bfbcf747cba58fa2cofa6flal

SHAL ed5lale77d215a3a558b1bdb1a8599197172888F

SHA256  bc5b686e46000ad993f93e8c335a889b434a24e18144e16d360b403431F42503

SHA512 c87b5ffcdda283e@b26c47e03c9f5663b387d56a7e0e0229d255Ff311807fed135c6d49404548dafOcb63778ea5ed1314e5db04067fc2a61c3829abbdae3dab3

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service Worker\ScriptCache\index-dir\the-real-

index~RFe58ba52.TMP
MD5 8e21fbb5744444c71acd696a62374ddd
SHAL 5f01d2002fd7e09f3bb239a2e5875F4eeleb6cfb

SHA256 €1899b8198215ecf3d1f8f74e90cccObf408ddd704ef38c739959127eeffbo21
SHA512 7f93e52242aelcecb9a71360080623cb351104fada32cef4ele5975a752eac89beddd8ceefa266c2671e17455bf2c5e44c3f2f4625a43dc8dbecblbc78edffb7f

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\a0a74304db73132d4bc12ef9404aa74f9fdeda56\741256d1-86e0-4e8d-bad3-049b801e663c\index-dir\the-real-

index
MD5 c55edac28cd1f45b4act566665e169bl
SHA1 0a4fa6845d603cfbf99cb88cobeed32cbab7c580

SHA256 18e51858e838615c35c708fb6c50186f5a5e7218b7fa8e7ala3d5770bf9ab734
SHA512 a9df87f0ad84fa98c59d9c76e44d1b269aabf3a81a863b6852ccb9bla5e8336d3c46ecfcd4462ae7f2b2e7cc375a89ece544d9a45866FF8dd3483c223e370a3a

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\a0a74304db73132d4bc12ef9404aa74f9fdeda56\741256d1-86e0-4e8d-bad3-049b801e663c\index-dir\the-real-

index~RFe58bacf.TMP
MD5 fb4a8a7b38cF6637432670d1711boed
SHAL 5ec37fd8e20b@54c16007305aa2b73bf0035d273

SHA256 42b706c6fc914771ddd6463d1bledcd1524e4ed1442418Fbc9afcf4722131eb7
SHA512 22cdde28596ee0b3360b629ae45b413362e12465ea31ccc564a143f2ddofabcde71783969c546715e0c2782094110008e5e1542fca87ad32757494a7d2cae90f

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Code Cache\js\index-dir\the-real-index

MD5 b34ca78a63423e0bd7fe1185139824a6

SHAL b7a2f4830ca6f42446c25484986918ea54e9cade

SHA256  10479cefc0483f102a19e2f58146046295da383efacd2bee3d2ea7cf5648f69

SHA512 656ac7b2e18ad1fb6605a9fd5fa259ee7ab26c2bdbo@4b97fb27975e9b649262b1cod383eabfad3faad77bfc173dddaba2d9ab22ff6c1943e31da879cd36b3a3

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Code Cache\js\index-dir\the-real-index~RFe58ce09.TMP

MD5 6d5152312366121890828684af27alc6

SHAL 0f5028a7facba38384c0c522335e00aeada27437

SHA256  a8356ddbdbd89ac69a2208c76d2c23390aba92b3f3fd8bfe22ce6122b81a5882

SHA512  bddea6@fed3d4d18db7ba3fbe1b4aselbe84c15fb6fF7794770F1b945c720bc863e200026da214d9cc56b352f59daaddcadcdea781d28497b0e8F84182c218Fd
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C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\a0a74304db73132d4bc12ef9404aa74f9fdeda56\455d441d-2e76-4e03-a05f-fa225666d693\index-dir\the-real-

index~RFe58d0c8.TMP
MD5 9c42ea82a990419fb8865520549¢c2910
SHA1 16fc483ea9833df42e6c808456c147122c8bbad6

SHA256 294821b39ef395d6d366a40d1e08e7db18d8446509b2c3cdbB8ecd6e7474191a
SHA512 2751c1d@973ce2b1081ad9e30695351088ba28ad293e06cce8c925309c2b5d79e485421c8f65d9060b9b4228fdbc7273e1635572d0570844d227bfb2375c39ae

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\a0a74304db73132d4bc12ef9404aa74f9fdeda56\455d441d-2e76-4e03-a05f-fa225666d693\index-dir\the-real-

index
MD5 0fad1942a4fas0eafafd78740aa8009
SHA1 49e1f65614faa602dad47ea72ebf6c9873184510

SHA256 5143376c5f06b7c1f6e30e02ed4aebs86488ccIb8dcb467c848ddch829e68d73
SHA512 08c35e8e7d5534b6ef678cfca8c5b33ddaf@30d346a64795e05be52fef3776d3a2ceel3622a6e0b42f91d0a3787ae2af9effd3b003b3c1767a64cb0714c2d732

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\a0a74304db73132d4bc12ef9404aa74f9fdeda56\index.txt

MD5 850f43585b46facc6536f5ccbb67d31a

SHAL b98e7bccb2cf266bldalebalob8e907a499f8613

SHA256  b423f@be4156e00fcfaeffI0e2b516bed9aa88453211518d55359833dad47F19

SHA512  56c8666bcdb54a276a923312461bcdal8415778b245b272db27F6956650109a3ab92e03b7b011f0a6be70932098359c7e93F3b9F26d04348a4bAde6460ced6

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Local State

MD5 34e51b449e5b5c9eabe87e7d3ca79e37

SHAL cf6628f3e3553b8d15a12c3c9b5f07f4e85926¢3

SHA256 5fb36c91b4led044fbab8ee39154b28721112906c13eceafd26a09fcddc8e74e

SHAS12  5ad9f327da6d251034cfef31183204fa2deb2a35accecfe470a6875da58539887d9bF28b2d9617b4bF9afb223c167332a321843eaa078abe2df1758de8a5b235

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Edge Cloud Config\OperationConfig

MD5 £768bcb451a187c18099961c484eef8b

SHAL 99472c2d1918ea56c632734bc5c8a89ae6d2551¢c

SHA256  d988156066b7Fd22de278Fbc96759d2caea6552094f feb2ddd9307806059C5e4

SHA512  a4d78de6bccle940ca66c4lc3leel@0235b32fefach3e7815a9c62dfaeleb3ed588d2c9e8597152ad7754527643c59ea8b811277ac58e4134a3dbf1507fe97bf

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Edge Cloud Config\OperationConfig~RFe59456c. TMP

MD5 904e6e94a1d46374c8630cfd86cc729f

SHAL e1d9c3f7813878acc6510d48d95b2bf48b2ela0d

SHA256  8b2e@57387e9714efef3580a36459acf56aab53c806cd7d7dbbel7cefo77ef9

SHA512  @8le2a26252860ff8d8f7a9de378ae56f0cc50574d13d2al21afdf74284963747ef874a4d73b1df7774cd8570972f4f513eefe@a0325fd088556d5b1ba946712

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Local State

MD5 b1288596386e72bF26904e2ae421b1f7

SHAL bed4b2eel2e50edfe2168ff7bof2fda@364ecazf

SHA256  d@379da@db88d89b1d782e1054e02b3fdb7e1134d4689a588361F2427F172d77

SHAS12  5208a254ba71173@cb12df4011d9aeae946d0053313022d9680605808b436c1e1b3b7944a561db608ec2097be9282e18fc1287066cb6foebfbfe3131c51e8623

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Network\Network Persistent State

MD5 13308bfc863b5d4b9814aba2d8d8asf2

SHAL 3c40fd6f8e1ded40f60903901250b507e6ad149

SHA256  b7c9f46a2eal8aa7cd@@bbdb2d9d8d2f4bdb3bb9918d7fb9418016995c3e56fe

SHA512 c3c9c75758d51eeeeadb863d7d00aa%e4fc7a6adfe66961cc93796c27f3ebf077f089c33729b5884ccac80d1l225ce7ade@6cc97beldeeea’c708b26bc6e9f78b

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_898879799\manifest.json

MD5 af3a9104cad6f35bb5f6123d89c25966

SHAL 1ffb1lbeaadf44bdbc57bdf4b9gd26d3bed207ee8

SHA256  81bdg82ac27612a58be30a72dd8956b13f883e32ffb54a58076bd6as2b8ataeea

SHA512 6a7a543fa2dlead3574b4897d2fc714bb218c60av4a70a7e92ecfd2ea59d67028f91b6a2094313f606560087336c619093F1d38d66a3c63ald1d235cav3d36dl

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 £5a3b29f9a977e23d6cadeb728238F9F

SHAL d2c5576Fff1189eb66493b5b677d79a8ecead68d

SHA256 f4aal1676blccPe8c932821d57f7e6ec93246F48d7b840aca2d58ef9facOecdo3

SHAS12  6f692909efade2642f6c3a4b7cd10b21760c6fbfd3bae39d3b8a77b22460Fcd5f6bPab6e262b007e533c406a981968b3e0894697ca50be7f10bf557F1c1972F3
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C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_1946387131\manifest.json

MD5 fbebd68ecaad8928909421f66909c054

SHAL 99d787d90f7ed2e5ad924f9c5668eb988b5a6c07

SHA256  ba5c9096d20a482aaalaade5f98ad6127d3e97c2f21de84f7c78d9b8073c8e26

SHA512 749a3b2be47fe28399dc763888654a3e8d397e06e8d3c3af3965bb45846a1336e6abdca82c82c3df846b34a2atata215612690e9bf347ab175408dc0171c6lcc

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\AutoLaunchProtocolsComponent\1.0.0.10\protocols.json

MD5 1de85fec2dfcc28011a7c2aaab95eb5f

SHAL 80e8c954bfbe8f7ee5a2335c8d969ae033935dc3

SHA256  4fd8@@e7bla5fb24bl3fac2e31946d205012b7c28d8c61580b0669b2fa3517cc

SHAS12  9c7dd37eb@c@94b6aap5201e7c71a833b9db81284223bcfa595a44a6ac95d5a6820ab6f07b7aa8d26bF207454e94277bF35332e9c009ee631083752b6b51750

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 551baa462724351873ccd655a8b64ea3

SHAL ce2be3c6d77008467bc61ac14822065cf2376630

SHA256  9eaSbbd4491542e3878celdc40d90744197996ad91a29e27be679d4bec62570d

SHAS512  8de58d8e979531498751d7416c6b10671dalb@48181a23081Fc15e7aca69a96a93676b3bfO1415c3b5F8d1973511e5823b0F11cacddfc3e5dole82cefedff632

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_1754071788\manifest.json

MD5 €3911ceb35539db42e5654bdd60ac956

SHAL 71be@751e5fc583b119730dbceb2c723F2389F6¢

SHA256  31952875f8bb2e71f49231c95349945ffc0c1dd975f06309a0d138f002cfd23d

SHA512 d8b2c7c5b7105a6F0c4bc9c79c05b1202bc8deb90e60a037fec59429c04fc688a745ee1a0d06a8311466b4d14e2921dfb4476104432178c01df1e99deb48b331

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\WorkspacesNavigationComponent\1.0.0.5\nav_config.json

MDS5 499d9e568b96e759959dc69635470211

SHAL 2462a315342e0c09fd6c5fbd7f1e7ff6914c17e6

SHA256  98252dc9f9e81167e893f2c32f08ee60e9abca3fadba54400ed3bff3a68fbfod

SHA512 3a5922697b5356fd29ccf8dcc2e5e0e8c1fd955046a5bacfllb8ac5b7¢147625d31ade6ff17be86e79c2c613104b2d2aebb11557399084d422e3041287d8b905

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 2a1939fc3b2926cf2b82fae71c5f6bee

SHAL 3f9d6974ce660bbcOc85f3d9741b734cfd466fac

SHA256  ©2092b@17b3b45a2cf26673a6a2c3fa2ba9ab211943cadade98b98777ee73afc

SHAS512  cceb75873ca288bfcb71f5d74fec5ad8ca61807ec55369055F4Fbde95+d904097c974102d3296db3alaad49c6edc5abdla7c320e53daafo47ee61c28F5659707

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Preferences

MD5 d438435f08b484F2393747400dab5a8¢

SHAL 0c9999dc5d33e9dc06014374ef52224dce6a0fF6

SHA256  1b1f2aa@c999511d21431827F50615df0d4977b4408dc0a816c08e8e36b5afab

SHA512  78e@a@2baaa3ld7bef2f773635d89Fdc841680033def4098a584da22e7c755d57c0620dFobs66F20ef19519e1288a3df9e43a03a02b2d646d8790aF261b26480

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_1929768173\manifest.json

MD5 a2421941bbb8d90784f5ef767120025

SHAL 5c2b6323c7ed8913b5d0d65a4d21062c96dF24eb

SHA256  2a7fel8a087d8e8be847d9569420b6e8907917Ff6cavfas2bel5d4e3653c8747

SHA512  fd7dfec3d46b2afebddbSaaeae79467507e@c29bab814007a39ea61231e76123659F18a453ed3feb2516652a0c63C33545e2a0d419fafeas9of563fca6a07ce2

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Edge Data Protection Lists\2.0.0.0\office_endpoints_list.json

MD5 94406cdd51b55c0f006cfead5745effb

SHA1 al5dc50ca0dfd54d6f54fbc6e0788f6dcfc876cco

SHA256  8480f3d58faa@17896ba8239f3395e3551325d7a6466497a9a69bf182647b25e

SHA512  d4e621f57454fea7049cffcIcc3adfbed8e16360912e6a580f6fel6677e7dd7aa2eed671cb3c5092a9435708a817f497c3b2cc7aba237d32dbdaae82f10591c3

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 bf165c172af1f75083dd4c7e8915adoe

SHAL 2eb27e18672fd@al816aboedes78a570eb62711

SHA256  30e8b5d48a130d6bf81847b89c208c7a087525e9b7d9a0a97bcF21598332b63b

SHA512  a58ad7ee2e18750242b9c5d53224218bef54ecd50e067170dal2510559c455979Fb0523044d4c23d5d5a523562165e471F95d939376dF623bfdead228ca25256
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C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_132762391\manifest.json

MD5 8ce95626b39ebc2401eeedb34c24fc7c

SHAL f97a2fefe756f7a03e388e1333573b884730c2b0

SHA256  2d985d7b28blafd313753d14f6a916a2e56ec4c1316bfad3046b09214ceb6090

SHAS12  f@4e4f695977918adf6e0603386b6F9c75a4a2202b0fe7215b6423db491a1db398039cc28633b8e2541749403581622d28c 14001 3f8fc66a3daab200e27266d

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 al5cdeale68c6b9c3945d3192091dcsa

SHAL 516218819a245162594501e5febb31a7626aeb4

SHA256  ce7879978d6dclebc353b93e509abedcd980bc78615af00080F3dblcb23e79d4

SHA512  a7ecl@3cf7c6fa801e1850205c4c@6cadfo6c21b1fd56db58a2980c472b1f2f25c69a73F943de8df815d69217995ad880e85ca7b8ced8cfalc506315f7368

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_808274551\manifest.json

MD5 4055basdebd5546fb6306d6a3151a236a

SHAL 609a989f14f8ee9edobffbd6ddba3214fdede109

SHA256  cb929ae2d466e597ecc4f588ba22faf68F7cfc204b3986819c85ac608d6F82b5

SHA512  58d39f7ae@dafde67c6dba34c686506c1718112ad5af8a255eb9a7d6ecOedca318b557565F5914c5140eb9d1b6e2ffbbo8cId596F43e7a79fdbaef95457bF29a

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 0ad641099b286eebf58a290b5bde86c0

SHAL 922d3e17ccc238f1bf276051af3ad5cdffb20397

SHA256  @clb4dc8f72139abc5b2e25e5d0097c1d3529ae18001b1a64fF535e345378b32

SHAS12  8661612608382058967alf2ef25c7fbeedla3c2c748838346c044a48058ba081e84750e4a0de424903813499876Fa7f69beba345d8ebc396340d830F1a7c81e0

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_184510105\LICENSE

MD5 ee@02cb9e51bb8dfa89640a406a1090a

SHAL 49ee3ad535947d8821Ffdeb67FfcObc37d1ebbb2

SHA256  3dbd2c90050b652d63656481c3e5871c52261575292db77d4ea63419f187a55b

SHA512 d1fdcc436b8ca8c68d4dc70771841803a535bf2ce31d9eb5d0c466b62d6567b2c59974995060403ed757€92245db07e70c6bddbf1c3519fed300cc5b9bf9177¢

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_184510105\manifest.json

MD5 44791df1f32899ba8fofd1f235cd4711

SHAL e5ab30e8b7610e92c81c99adbl1@e3a429fc3174

SHA256  8f8dae@5e2623c591dc44dc5a91385b4355da91492a770f0ca99b509db6533e2

SHAS12  729578ec403bald10c5826F622d4db774d68e243112351F50cb5fcf231ebdf7fd9759bbSe2bd4a7bd6433c147ede44b78F4eef2ebd8ca56d4a430b55a149edd2

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\TrustTokenKeyCommitments\2026.2.25.1\keys.json

MD5 48cb5a96ba70fodfcca®a2185a9a0c79

SHA1 efdbdf44f7cfea2e3b34c6b2fcBdc37alb5cef3e

SHA256  722047d2502aaec9c2c80b0f7d3b60b29d3f6aee27d656f489e4fbcada7c1a00

SHA512  77eb7bclbdea2bl21b8d95fd8b5d14603d5e105dbf8c8e777b44109bleb2bab5785ee3a094e18fb591f81fel40ff83af1618d82680a5bb3a29144c58895dd2e

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 3667a5e6la95ac2cf39c546762elead2

SHAL 021cfef6204b1473e294386a6c40e65eea92d231

SHA256  76878634fa32e@beb39c3a987dac8fdd35ed276fbeec087bb67a1f9485c2fb20

SHA512  7e93cd22f3e71a577600661f639c5237cfed67ca826e009cb220d53021cd2a4d78560e2871342905ee7ceelad@1f0188c5254dbadf3dd85d72695506a0909ccS

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_668123467\manifest.json

MD5 2714a51ed8c2a891ad73b7488ab655b9

SHAL 9a8cc479aec8delb4eb678e5d68b23b16a39dc99

SHA256 096e772e0f2e8c15e6dec9087ee0alfb8bOc56b25061626aedc9e7e705adfc2e

SHAS12  4811522c06ad6946626a9f4d12eb62a1d623825d18alcd@ad7b628F4c059F37d299b5857abffd959e4ea53239412490539F5705b4aa6c6951d13c68e6d5b72ad

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 2912515e772da4827aeb26b89bcce599

SHAL fe52983ff279b19eleabd80893fcdf2332fe75b5

SHA256 11d40368771778feed4d4fcddo4c8872c900ach26296fcc2ac6c10859a5edc8d

SHAS12  @88ea@d73cfac45d5561b898ebd2boc486bscef72dc6355Fd1boe8F3d926c482bb8ocOcTefoc50f5d9ab27clef19a82ale814deeb63680383bd4e76c512eed46f
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C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Asset Store\assets.db\LOG.old

MD5 e783f8b7294ae3f4278370ce959266eb

SHAL 900eb4ddca9e1b063164a6a9418f2c150c7e3bcb5

SHA256  c7949adfcfeef1755d52773b20825c486a833741cadfa28269aab92f253d5e26

SHA512 25c98a487425a04066ed20ba86571014ceeaadde@1bfd212ae7e90044b035b37b30ec2049674b39352ad8d0ale0263c82f2c9672f065585f5422183¢c7e2fa309

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Asset Store\assets.db\LOG.old

MD5 7¢9857bdd84c63814708606664963Fd1

SHAL 327e4c87138729F28c1506807e4e043ffa8c55¢e

SHA256  d95ccb373d74023494c9c6019b941cc866d1857eb6dal07cf8d932c2f090730e

SHA512 a552036ec2a3cl7eabad5d41935626347e713e28b1c356ff1ab6b490da70334edefd49c67cfc770810elcdbeadfodd5adf8f2ad90e8aeac400c39a3049ec3e270

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\3cedfb74d44f2e84198d23075aef16c34a668ceb\48166f30-78f6-4da5-98a5-a0ff368b9888\index-dir\the-real-

index
MD5 7a3853f4b41461220214a36eca94d806
SHAL 04719a7a22d5057d306d2f7f44bca8bbocbdagdb

SHA256 862cPabb5ec06624c79573af9655dff043a06dfOb871b34a75c0df989a822e9%e
SHA512 2ab82d1b99dd5belcb5319eb48c2fe65f38ead7f600a2c012443fbceb60fa654928deed5182402c159¢ca95ad4936dc75337117dfcf9ecc4c852a4fala6736944

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\3cedfb74d44f2e84198d23075aef16c34a668ceb\48166f30-78f6-4da5-98a5-a0ff368b9888\index-dir\the-real-

index
MD5 €846fd961b45e2f92dc10013cbeed71a
SHAL 2e504f6f977ba679a940be604f160f120a4bel55

SHA256 a76fab6b49dd261aal526dc27d89e6bd3c8al5a0bc999496efe56721957eb47bb
SHA512 80397cc2clcaf5bb8b3171920841666b014239d4686503d5e3ce9a570defa96997d49e63b67cald094912d16b322159F27429a70bcd0c61751d68739b5F7¢3F2

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Preferences

MD5 2585eed5a338c5112871522d7be55a07

SHAL 24356719640af917148c3fe37803ed2c3d18334

SHA256 f8ccb4adf2a8610668cfOb817c5c719f7b72bda39c0@@ale9ave737e45603228e

SHA512 6d2012039239d3d7128cf162c50316410fddbb60b153fda72f88b057f2ff17523fcd6fbb7bc76011de14513b632553afcc7860166b8773a83877457d4a2ead07

C:\Users\Admin\AppData\Local\Packages\MicrosoftWindows.Client.CBS_cw5n1h2txyewy\LocalState\DeviceSearchCache\AppCache*

MD5 8dd34eb6981037061e3a0ef9448c3cac

SHA1 2ab8e5383813f036c4c9a09d19efedfa833335¢7

SHA256 97e785262d73304a930d45a5709e20316880f211265229e06e0d80fcc7f0a23

SHA512 c8e001adcd8c7535c98a283a7ccO1at89f241a995ea6bfd470b6e59f12ae5895a2e7d86d9d1866e524cd648d11559bbfad9e2465679190a2071c3170855d100c

memory/2664-1351-0x00000203C8120000-0x00000203C8220000-memory.dmp

memory/2664-1412-0x00000203FADC0000-0x00000203FAEC0000-memory.dmp
memory/2664-1413-0x00000204FC0B0000-0x00000204FC0D0000-memory.dmp
memory/2664-1416-0x00000203FB9E0000-0x00000203FBA00000-memory.dmp

C:\Users\Admin\AppData\Local\Packages\MicrosoftWindows.Client.CBS_cw5n1h2txyewy\AC\Microsoft\internet
Explorer\DOMStore\EQ7KSCOY\www.bing[1].xml

MD5 €72e0dc6655e2c0d51494F28a0a667b

SHAL 543f8e9e780983d17a23ce2bledbdc61905b7e1l

SHA256 3e8fla2c2ca9fe9fc194cbfcf2d7bab9313161622cb87ac6272442810774454¢e

SHA512  acb15@25deal@20292cef5050fobb2dease6e32148f66e251d1c35Fd67d898b180c2e47aa232478Ff4173958b68d2fF6F9630d9dbe5c3b8fe8d7368bac871979

memory/2664-1486-0x00000204FE250000-0x00000204FE350000-memory.dmp

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Local State

MD5 07¢095dd69F04cbfadd8c11370ee31e0

SHAL 8c30f476970bbd9ee@3al5a6fc053994166591c6

SHA256  eda5335dac9adf2968f646a43d500Ff45f2cc1bf83deed1c897€a25726494568

SHA512  8fe@4558eaa8276f016a4c371f5220cddeace6elle3db38f71c6622341ea78a39ef4b3602des387360a0F1e95efd9I2a5c4ef59b0502db2b15217510Fb474bb69
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C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_1639303045\manifest.json

MD5 7ef3c71464dofefd72bc1d81fd363c62

SHA1 230e8ec0849bf34d444c55ef548badc9c94d39b

SHA256 98821f71a1973ac61b45967cedcl121eb598ac6e95abaa23c912d2f33e4237d8¢

SHA512 f74b96ec3b9569e360a02bfddafe237efad8ee2a5deat46db891bcadd39dba22fd6d59a4e9aate5511152625ce9f468519dadd53fcBcob6c8826dc58cbebed7c

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\CertificateRevocation\6498.2025.9.4\crl-set

MD5 d01869348d5a783f61f90cbb27b82a78

SHA1 d4eccc91435adaf@1f8589cf713589cf65425de2

SHA256 6ddcaf50aaff98b960do67054ce2cel7872ac0719d02abbb7fe56b9eabc818F2

SHA512 7ad7f27d1f559d1f50f1f009518ccca5d6d01696cd70657ad94c9fe37db7bbedbedafc13170bc5c065cf72d69a92c3df78f637b7faa2f968bb89aal54fe371da

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Service
Worker\CacheStorage\3cedfb74d44f2e84198d23075aef16c34a668ceb\index.txt

MD5 c5bae79b0ed4ff850c76ed881ae@91cc

SHA1 cde4500f371fdlelle7e396c50c5c23f5a4f24cc

SHA256 74cc55dcbee2ca89a722ef81931d80a2911a878055b2393c1a2b02ce9d@2e7d8

SHA512 29eaa2c43572a62faa3da6f5f9f8e29aad5badc9387e51fAb3e33fccacla7442705dc461d401eeae8l47ef13cB2ec3c665a7e67c111bdbcO7aeb935d13809e20

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 e9afac9be384154e5d7c5a1d999a4e28

SHAL 3403fdc1732a4dbaa2c96cd4455Ff16cf761b2aed

SHA256  657f92e7f14579a6a0113041b696909b9184515590665d5efc94268e1cc6613c

SHA512 de0531680210151d449224e22927012f1f79518ec@6c381ecadc9a959cc28240c1d651d7269970a0fcoOf9f£82658d8588812210ed6cd81d63d46e7f8133F9be2

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_1948944278\manifest.json

MD5 15b69964f679654cbf54953aade513f

SHAL 013fb9737790b034195cdeddaa620049484c53a7

SHA256 1bdda4a8fc3e2b965fbb52c9b23a9a34871bc345abfb332a87ea878f4472efbd

SHA512  7eeee58e@6bba59blef874436035202416079617b7953593abf6d9af42a55088ab37f45Fdee394166344f0186c0cb7092f55ed201c213737bb5d5318e9F47908

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Network\Network Persistent State

MD5 dcd9715aaed4ac6403d23fccf17873cd6

SHAL 95cbc9adbl6ec885c713ea05392c00fe402751dc

SHA256  d26092852880aa5e2a690375ca9827d@3ea7c57d50fdel70eab@87d1946aef90

SHAS12  d365f4c203f64b6Tall1394b3f43e7bladc83dleca69725bf43e6425e0719e465fec01323d98d1583caadb9le36c6552b33d3acdo896efa3f1422f61771345ea6

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 ceda33a@c398a483Fb886b92382ad689

SHAL £2c9523b88F2989bdeb6875678e6c483d58F54F5

SHA256  081@4c8e4l4eb7d@e2e87d438472c0882848d699162a0Fbee7b85c2165afcof4

SHA512 54265808b0787245e8bc88fdd108cf27457d90b7e39283c9ac7a5f95e44bbacf446bbfe03ed972ab5e816b657c96c22897938b2aa2986347a6a713364d767af3

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_2119453888\manifest.json

MD5 6573c73b7ed1c6cbcfa6c46F495e2b7d

SHA1 73e3c97a7c2503dce8ffd2c7c03a632471ec5afe

SHA256 605fad4274a41aa5139f0339fd3f0ca2483c9507cad75df8269c01c0d75aebld

SHAS512  e9bcf833d1l6faad7e992283af2aa3cefe7af97aca508cb1676794fel562def41b43c254f7d8c06652b17bch72854c0dF1129c282148959420dF606ee42e8a0

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Domain Actions\3.0.0.16\domain_actions.dll

MD5 4ef@ad12ffc81a3570d19817265b7197

SHAL a7@a993ad81lee36d5F719F2f046d30b397fb5191

SHA256  cd4e81ff9dbac6b@86b70bA9919b9426calf2cO5ec43c477e9ce99156be66399

SHA512  c270a4d32d8f1l@edadd0dce521ccedf29544b384577548ac0e43b869d726d9cd6d1b283020ade3bd8153bOFc5F6a93bb630b7139b2c627adoboe3fe78bFO1212

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 1431b112eccfb4@le520F399F4F39e65

SHAL c2cc@50cb62a2deacale2afc952bc067243d54ca

SHA256  a765d48fb98484c2cc43590b856C323e702cF4ceeb8094701b7987940050FF

SHA512 1b726c4c7181a50384659b6436a069a83f6b657801dbfcO9accd503dd60938b02d286855b4F1372b4090b96d66b675Fd022c548dc6941f65e76F9aba2f2b6646
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C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Autofill\4.0.1.32\edge_autofill_global_block_list.json

MD5 5d4464dabc1289c3a010e14c05b92c57

SHA1 d2d185facalcd13a6d42dea68803a9941074707d

SHA256 7d3c45c8207ba69066516e51e10a2137bcaf1fced70a692e0c6522519856e04¢

SHA512 f93f4b58efc0127946ffalb2950alcf71da6f77abab4dcf98ad8ada6a751d6261bed818ff8c64felf1d45467aa070e0823d15be36c8259c1044fb2d1289df9994

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Autofill\4.0.1.32\autofill_bypass_cache_forms.json

MD5 4b1a79b199603fb926297912835c881

SHA1 ca43e23f7bbb4f{3839751f722df3c38ef7bd8a7

SHA256 £7510e38181f8a84027304070205dd55127e3233fdf011411465ede67b5b5d92

SHA512 c2e07al1b311ab71d94c7b874d645fel114fdccfed4468875d6b23318Fbe327481a60b2782af105b7546b3cle6c3a7ec67261b21a0587F914cc7bf77c55f1f568e

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Autofill\4.0.1.32\v1FieldTypes.json

MD5 blc140ef49f0leead89d3957dalas529f

SHAL de64781f20aac98b4d2bbc497e3defa83b25aa8f

SHA256  611e7995ab7599a0c89F98d6c6152a42aaedf7449748109a465bb5bebaddeat2

SHAS512  @2ddfcbaf9eaff793f251bd983394cF473b1340182ac1F3217cb7258ddfbd2de@66abe8afl6b47a378644bcc1871ad6ed8c641F6a053802c90e77F648e4f4be8

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_649655351\manifest.json

MD5 7382260298 c06c135b7c7399e9acff9

SHAL 6a829f795a3b8be25200675e00abfal908fdefdf

SHA256 7169d86e87f904218238cd293e043e20b7828afad9acd1ff2e5d64188530b9d7

SHA512 fOce77f9f72fb6721bcfadb03f77b0771e8217988183787c00dbadf9d9f19cdba252ddd656422336035¥81939cb97c8b5dcb4f036a39280198c17cdo4faaaeds

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 ade3doObed58ef5519b72363eaalf23fd

SHAL 34dfd6aa6f5109519fb6f0c6dfb277074be08991

SHA256 cdcf3616d88c5dd8a1230fe8b35a327d6b26741225b98f45d1bffea690a95b9a

SHA512 433aba4c634d20e5b0875873911b81c0011049ddat1a9903c6f9b1b8d73df55alec137118d7d5e5536227bca73007940aa7c2699f4d0820f4e049b1eb544d22f

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_1761439032\manifest.json

MD5 a30b19bba14d78fFfeefc7855d6ed5Fd

SHAL 2a64082829e964c578751bF29ec4f702412c11e

SHA256  981lcd3elfbf8@feb6a52ad2141fc1096165a100c2d5846dd48F9ed612c6Fcof

SHA512  66b6db6@e9e6F3059d1a47db14f85d35587aa2019bcB6e6CF352dFbb237d9dFebdce7cb21c9127320a7fdcasbod3eb21e799abe6a926ae51b562cF646C30490

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Safety Tips\3057\safety_tips.pb

MD5 bd6846Ffa7f4cf897b5323e4a5dcd551

SHAL a6596cdc8de199492791faa39ce6096cF39295cd

SHA256  854b7eb22303ec3c920966732bc29F58140a82e1101dffe2702252af0f185666

SHA512  aal9b278f7211ffafl6b14b59d509ce6b80708e2bb5af87d98848747dedcbal3b6626135dd3ec7aabd51bac2cfba6ed96800a520d2dae8af8105054b6cd40e0b

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Safety Tips\3057\typosquatting_list.pb

MD5 17c10dbe88d84b9309e6d151923ce116

SHAL 9ad2553c861ddcc@7e6f66ce4fIe30290c056bdf

SHA256  3ad368c74c9bb5dadd4750866F16d361b0675a6b6dc4e06e2edd72488663450e

SHAS12  ad8ed3797941c9cad2lae2af@3b77ce@6a23931d9c@59fe880935e2b07c08F85FC628e39873Fb352c07714b4es4328799b264F4adb3513975add4e6b67e4a63C

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 el6lee565127ced2ef8blaboddda3ade

SHAL £10384cd92a5776d1200174761b7a722cd2c3379

SHA256 €Cc4492bdf1024232a88bf7c18cf5875777f0f51c7ae094d8875a97551ee54aal

SHAS12  d3194a133bc48f165da22949d4652afb8dd190e67b19c1cfc4474509b9FRabc3a08b52F38F876532FFdd863e99F961e2fdf43F758dFB53b5cc14251a13¢73894

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Asset Store\assets.db\LOG.old

MD5 fa68c4bccofde3852a29da690455827¢

SHAL 477d35154e1bbf4a9d67bleccbdeobebbfeb3437

SHA256  128134ecc78b90869a7aala7f835908823901cb81adf233d5089501c9eIccedd

SHA512  a292c22ffae88c6401d96427ad8f268ffc172efcadca4c06129dd3afo98a0313f8594e9ddec815blef836d4d2018eb87ddd88F484cacals851459b6F2bdb4e24
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C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\EADPData Component\4.0.4.1\data.txt

MD5 868418ae9c5d2cb6622da65faf86702b

SHA1 1d7923eeef3d6b584513d6db8880d26c52f3aa5f

SHA256 a22982a165c36b813624762110749be694c8282f9b28c7e35965491794efe9591

SHA512 8935a3cd42725cbd2331e97b25bc82386769818128a628a05b03ed1ff040e083f17e790f278e66651b92ef6fb5cabfadc0d8fc400e2ccf3fla3866a2edo571f

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_1639174249\manifest.json

MD5 475ec9ade5c674add6cF767F5c7d4169

SHAL £01323715c408287043b3d6e743ea81b529531e0

SHA256  @6e5abe50177836b7b929390b260ce@6a3d26ef79f@bacb7873eb354ca26d69

SHA512 fcfad595263fc60d219f360774e6f6c9ebf7baecfe21483ef0cb40c02896e3d936fb1916b05e27422d91374896ae4addda7443a632cel58dab96eb3abd9ebb57

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 adebe8d@31d45568f07d1c071afea79e

SHAL 046bd48f45160046dd551354318bb11654007528

SHA256  328fb4638c44243ddbeOcce37214d15F48de987bebf6b89b06736a49d83e51c

SHAS12  a46fb3a4560348934F18002Fb9d15dedd3851bb7a507a0a209bad6c3F4c6c24e9239c908cFce6411a81944272eedabb2762a7007d806dF5c78380150519F5804

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Default\Asset Store\assets.db\MANIFEST-000001

MD5 692c7108cded43f3a6b6b3fl42efleae

SHAL 3bf854f88c15019e602156169d06bbO9565a0ca0

SHA256  b8fc4cffle6fe3fe5c28d28b1do16f8belaf2e6d09a26cas52e63813e2159bbc7

SHAS12  497598b24b64fa2e5931490c0e1081d1339c9fda®7c781b815F83534566e8af89F284074b5dbeb8e7e115a96F5032ae8833c889143501826F11022e4eeadfb9

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_1982923731\manifest.json

MD5 a4d9ab812da8b2906ff9d46foffco7c3

SHAL 48b428dc760bc008058e6df47a9f05F2f86b4abb

SHA256  68683970ce6d7de9a2043c34129106ae68af21a3b@a3c53ch59695640a7clcbe

SHA512 5a2ba950ed85ee55bc1402d57d09ca8d54cOc2df5b43a402bb8b3668920a40d584Fa18d270376b046e23bed0698bd1399ef6a0b695ee6c0b99fba54616b1lcbe

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_1982923731\Sigma\Staging

MD5 0163delbl4421d4eee3757Ff76fd81esd

SHAL 96c75c4fele3f33a367f45293bd1bd8bff1co6f4

SHA256  411a706def2e70f96a507208bf80bceb93e950c4c2d671cd1ddba134ce54b2a9

SHAS12  80114d59db83654dd6821589e5ad83daad23a35610a372756a8865b3e769621e32ef2aed92c2494de2b9fcO6d9796b12F1e3bb75873ed794e8c9ae8a0d5€965

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\Entities

MD5 478a605d5578236f2d1ddc93c2f22456

SHAL 917f05453d497b3e3de684a905e141972c34a267

SHA256 f6e93c83d9e3cfdff064535647cee76fc85aalc86fd22a93dcf3d2¢c377346d94

SHA512 26d75309976faclbda3ffe7596209c50ead7518584dd9f27d12a86d80ececd889bb58dalb8dc8cdb38fcobfdca7928a54c5a15903c4b8d293633d4d58ec147b5

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Sigma\Other

MD5 7bb2f4076e4f47781b77d811b21ef1ff

SHAL fcofeddf6f52841bbd780d21b8eoddff74fd70ac

SHA256  c9ab8dbc87043c71dd649fco6bbOO6e7T62e81c973c37b125afb88e654e436F8

SHAS12  28356614bc38576ecb372189F6f631bd9e55573206¢3aa854b91956a33Fc828c71f42c7dc7dc6aa86540dab8e345b8F88bFIc6eb5649824F492854c193b27b

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Sigma\Social

MD5 fbfc314bba2160b09a3376521c762772

SHAL 3566357486C5d466958334813c90c0a97bfc985

SHA256  e520603e6fb543cde78b2a7dbd8ccfcl75e9aecf71654fc19785927a014d3435

SHAS12  e4383491ce5170dedafsabee61484c62611dfc604549b537d0080F24bfb8cF379ec3efbfb6caflOe7c@66ec06457fb077832d5F780d226F0a957F624e0ba9383

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Sigma\Fingerprinting

MD5 5330ccc991b45c6F2777d23c7d8afesd

SHAL d11187c0@35458fe1201608a91062962903de2e53

SHA256  ec@fcbf71d58e707aaf6bag8d3c0719972f26727febe@3f8efbf570b9635Faddf

SHA512  2db42b7a6b7f2170f6cad2a26a606ff6357cb8c707bad947baabladd7F566df04a274ed46e36cee72c43ee87ebf4d455b4af3f6dad73F29bdbefebo304f1d6F93
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C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Sigma\Cryptomining

MD5 4ecleda@e8a06238ff5bf88569964d59

SHA1 a2e78944fcac34d89385487ccbbfadd8f078d612

SHA256 696e€930706b5d391eb8778f73b0627ffc2be7f6c9a3e7659170d9d37fc4a97b5

SHA512 c9bled7b61f26d94d7f5eded2d42d40f3e4300eee2319fe28e04b25cdb6dd92dat67828bff453bf5fc8d7b6ceb58cab319fcBdaacoboB50e27a8%¢efe74d2734e

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\Cryptomining

MD5 95aa820d67ec466eb3444a9458eb7e56

SHAL 93e178ff40310e071e4d59610aff05146661787

SHA256 1e92781e88ee786bf6d1d5cb71d467a92fe7f281f2d1e548524bf119d7ddc700

SHAS512 15281c3341013f0200ca2d6fTaaaec81dc5602058cf3522b805e21ca5f031ch4cab8606d353e6745bFb86107Fdd6ccc892942aee5ad7cfOf9fe798a4d7f497a47

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Sigma\Content

MD5 dee2a727844dd3cead88941e82722406

SHAL 24ebec9b92eebbaf83841ab02e858f4155801719

SHA256  d99df5936c57a50aebb7f@a3ca65fcc682f523ace93641FbcfbIbe9cfb71c739

SHAS12  e48edf5f6dcbbd615F42f1b3181b2998bd700508094466009a6a48193a48c3e30e6c4d71cc43aae81d18a88ad9Fd7e28eb50a0a52ca6889a270001Fecdb64d b

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Sigma\Analytics

MD5 e018dfa2df54c80ffbfde2c6d2ff5430

SHA1 de3f876b05355c6024d76f1bc24a552e532e2a2a

SHA256 33d2bo69ea874c12ec96242ca7eb539c1086d38ac6c2e4858c0efcd74fc632e5

SHA512 b6d7886b4094837b271d1aalf72b8c521970527552186604bcb83e17f85fada22e658628f79%eca7d164ace781555abaad7c423a380fe87006aaed77153e37838

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Sigma\Advertising

MD5 6959a6835772c67f4e72105e4be259a2

SHAL 72d1fe9070a5c@eed55d989cbd961dbc5442796¢

SHA256 868f3ed3f86f1e82a5041f0a7b382bdd720e411531df2dc680da34eb60580b75

SHA512 98085236a15e810642602e5dd475aa5a9532bb38917aef784e977bb398b3f9e39f7966370d39c1b554cf3e39858713e8b45bc27fbdb8a701b2a903e453a67591

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\Other

MD5 €d@395742b85e2b669eaec1d5F15b65b

SHAL 43c81d1c62fc71f9419364639c9a46a0747d122e

SHA256  2b4a4d7b82cbe7@e34407c7df126a24007aff8b45d5716db384d27cc1f3b30707

SHAS12  4df2ce734e2f7bc5f@2bb7845ea801b57dcf649565dd94b1b71F578b453bakal7c61ccee73e7cFF8F23cdd6aa37e55be5cbl5F4767FF88a9a06de3623604bF0

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\Social

MD5 1de6d58fe9131c14basbastf740bo20f

SHAL e6ed812e23e201b20170e928686a5d612165d85

SHA256 4955c3e7f56641ad4ae0ce9c79b4ceeedb21733b0f6dedc980bf8d822a792eba2

SHAS12  2854c73c6ef4d271dee992113732ad65e406d6310711551952b4d451e2c577a2c3dcbO6052e3ab30003b01619a39e87e5dd28d54F459F94efe879d1a79039b8F

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\Fingerprinting

MD5 3d90e5235a4bee8fldccfc2aect7c585

SHAL 5beb333084b3af33e7fbd8c83326e18650a87185

SHA256  c7d2be5ff6e790af78b0f1f341219fdb554dc5e14fbf3e3981819fccddlddfed

SHA512  c8laf723cadaa57f638b9dbc6@aca5d2600cebb8282d78a7b86edc6ba73bd3al768c8fdelbl1d50b6b9I67b2866495655de9577973778038434bfAb513ba74a7

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\Content

MD5 26c006F350F70dbc8c18098b773c3d4c

SHAL eb015f7010dd74c874675d0599e634027363b7b4

SHA256  7869993fcb93b302598643be96c6aboscaf3bed7cofc344959773¢754291376

SHAS12  @f56d119a5f89689d0e45a61631330482a95255447c4156d4Fb2565F45¢32dbb9o5adc39666a833d2127ce57F3F4198ce45d2al74955ec088bcdd2f74f59b3F6b

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\Analytics

MD5 db9a3dbc4820c8d84aBa569be1234dco

SHAL 78fe9b49b808627cd2eba58cbed251591a2a693a

SHA256  163a5318312b814104d244a4b37b676202f827068820a260Fc069e6346Cb2b75

SHA512  a6735713a801d28e644b3134335e29d55a46d4b263e923cbecIb57fd18f8bOcecfIb78Fab578065207080Faa5e81156d04c8Fbedbd36b718893b6d17123742¢
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C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\Advertising

MD5 3495430eefdle96e8bd95b67ccabofol

SHA1 54129d2d72e062ad36a66922331818e81bd34df3

SHA256 5989ccf9a58e4ffd47c2422bd8dfcb3eadeld412fbdec2291385a9955af%eace

SHA512 9197537719b70837ce997cd2b168c6bf6fe877811181459a0c011363b7179960594761df147c85034c628b8e9a3463084ac26fb8bcc3fbc765689adfeeas6f6b

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Sigma\LICENSE

MD5 Sb7baf861a48c045d997992424b5877b

SHA1 2b2bd9al3afe49748abf39faf9eb29ed658f066e

SHA256 44071e0fcffb9a9a32e8fa7010bb18dbc4lafdebl76f81bf700b15b638a88a51

SHA512  4820b41laa5ff4d934a583e1f0b93b1512631102bb2dfdb74792a2f0dcf9907da7680c02a5ddd2492ale6d58cdada3453d9e38bb8deabbce831ff36a7f8ded16¢

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Sigma\Entities

MD5 751e7cc660220e7464935a9b90643274

SHAL @5a725af45c74a9e129839b2fa7acca5d83066d8

SHA256  ©f385323c627cf0c790831c7e0bc38455b7a99983c4ab5bd9d2d9567766¢3499

SHAS512  bc879a9bed224b6abdaed2581F948Fcad53361b17dc76d5b5dF10607ac893db2F39bc5ce5Fbbe86e6392ae66F29Fc93ac1079Fd2d029b9338697b004325c4b36

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\TransparentAdvertisers

MD5 57d5a3548911886de2f3bd3172e808ed

SHAL ca932af3b25245ce931fbc6cf10299e5fbe35a7

SHA256  d2cdebef5f45dafa90c53e705d6f67dfel2390c72a00efa6f5117432bd8edb8c

SHA512  933194509d385b2a60b38c149bald74el142ef15647242b287844d263006d33Ffa38b6ea263c89cb821a9277d41focFda95akeda830f3a5ef8df5baged3bbcgls

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\LICENSE

MD5 d32239bcb673463ab874e80d47fae504

SHAL 8624bcdae55baeef@0cd11d5dfcfa60f68710a02

SHA256 8ceb4b9ee5adedded47b31e975¢c1d90c73ad27b6b165aldcd80c7c545eb65b903

SHA512 7633623b66b5e686bb94dd96a7cdb5a7e5ee00e87004fabda16a5610d59c62badaf512a2e26e34e2455b7ed6b76690d2cd47464836d7d85d78b51d50f7e933d5¢

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Trust Protection Lists\1.0.0.34\Mu\CompatExceptions

MD5 108de320dc5348d3b6af1fe6a4374407

SHAL 90aa226d3c9d50cf4435ecdd2b8bo086d8edeb8b

SHA256  5b462316a51c918d@bae95959bF827cb9c72bbd84ffboe43b750aa91fbf3bas3

SHAS12  7@f30c45e28b7cdddecba6476af9338975cec8e40b8b196@3af5Fa859a34c6eb2138957daaa263633Fe65213e2186402d05d9d29ad53e8311335555116314c2

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 07829e7fd81c7ac7cccb4c5f3ed91csc

SHAL 8449540bd39662b82389760cF5b8400c7d7426d9

SHA256  9d312b58a575cc430830975ed29ab15911999e7990b2c f861813998c901bb7b

SHAS12  30280226ef2flce4898cd635bf5b83c4e2935b2152f44Ffe6472dbb1f4d3126123F5a0598F1686Fde7181748926e5cf5147dedf15cf91elabcfdd52a55edd60

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_981733079\manifest.json

MD5 50558b365ad40a8213fb79e84d42ffa3

SHAL 497d5ad94af7cecd6457Fbd5723b6635ccd67c6b

SHA256  8ee8a2fb7167ad2dcf2dd6f56074509dedd711b1825dcba2629af48c89eeebbe

SHA512  165a117c8f8247263c3328def089e5bc159895e1d4375bd3dFI3df8F9208c571dc7e3Fb98389Fa36952c6F3d8F3add4fe5c97b22bddcolef7chac37477cc608a

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\PKIMetadata\28.0.0.1\ct_config.pb

MD5 b83d9c@Ob73ffd5b6945370Feedbdb26

SHAL dc5e7ab71b439abel8cde2c4309ef4452220dede

SHA256  b42799f862739fed5112527d4796690e23014ecdc02489074df4c44c60F272d

SHAS12  fff@baa29fcbe253bedfo16dd6fde7efdf6b20c49c851e4fF6a027b055a7a48a8dbb74827d55b525c3ble7e53e2784e2563F8cb5b7092911d651F4cdbb9I67ba

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\PKIMetadata\28.0.0.1\crs.pb

MD5 3ef7a7belecfef355a5d5d6e77ebddfd

SHAL 5c6e47340a710019b97b1Fd586241714420b79F1

SHA256  576d77d3@85ff9156298e60dee868364cabab7911edf6f9add3ad5F351d5059F

SHAS12  812f5a4elf572b7a@12add71bc210281fd362f48ba5a863b2e5a7d7b6405dd08632dc39ce650a0d032f926d1e41acd8f1c84d5b60552ad9ac98ad6d2abb7265
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C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\PKIMetadata\28.0.0.1\kp_pinslist.pb

MD5 269f13e71015d2f9dalfcoede22b27c7

SHAL 67b35f4044517ec8b169d27d354a61e2f095895a

SHA256  1b9ee7a3aec303937fd884335b23591b55e0d5901d1ee25aa25800d1c202a24b

SHA512 039d3f870a4475ded41972891059a4ebc4675881349d0310e47c9c975c793fbfed4179dc64f5c2616914aa97bcd5e83d6333f5del13f5c56c2fc3f2b7bbol2dec

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 8de96579713b6dag87317db9of8bcf503c

SHAL 0ce017831e85aa224c29862ba5e8dc35cb81929

SHA256  3cab7a9883ba87bd55bedec9f2c23503a65e8939ebod2e1e19d547b3d19b253a

SHA512 2d@7cf6b8bcO9eecd7979c429dalc83de9072c76c4039501ch24e76ae26bac3d445925ac3bc26d126003eb68df7dableaadff99f6b26b89bd2b2edb525a2797d

C:\Windows\SystemTemp\chrome_Unpacker_BeginUnzipping752_14636026\manifest.json

MD5 811f0436837c701dclcea3d6292b3922

SHAL 4e51a3e9f5cbf8c9c96985dabe8ffc2de28daed7

SHA256  dbfb38al6e33a39c35ac50bd81782e4608be14954f1df69ac8272cObIce87as5d

SHAS12  21e7bf2f8333b290@bcbcb871ede14684073249597d105095dc7d3f101e7ccc326068732F11d4a167365F245a3F2205793F520¢7666d7F948e70919b40b43d35

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\Well Known Domains\1.2.0.0\well_known_domains.dlIl

MD5 f5f5b37fd514776f455864502c852773

SHAL 8d5ed434173fd77feb33cb6cbofad5e2388d97c6

SHA256  2778063e5ded354d852004e80492edb3a0f731b838bb27ba3a233bc937592f6e

SHA512 b@931flcael71190e6ec8880f4d560cc7b3d5bffeldb11525bd133eaf51e2e0b3c920eal94d6c7577f95e7b4b4a38017845c82eb2898ad115¢35d4550193a14b6

C:\Users\Admin\AppData\Local\Microsoft\Edge\User Data\component_crx_cache\metadata.json

MD5 a5e9adelb2f6ed8cda8ee@8ecdb41cOl

SHAL lee7bf3814132d137b6701704a892d11fc030a74

SHA256  21637df4d8a7c3a2621ad7bee5e532a8e737f24e66790de0852c5e24970f371a

SHA512  e3d9@el7c61d3de58dd7e2c925eff49018b20e850733afbf4e9c3c513a299b6963e0519ddbbIbfldda7f95a6512a06f6Fc781ca9d8092a43d547Ffe797812b6d
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